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Evolving Security 



Threats Create 
Challenges 

How Attacks Are Transforming 
To Target Data 



by Christian Perry 

That security threats remain a top con- 
cern among data center managers comes as 
little surprise. What might surprise some, 
however, is that the threat landscape has 
been dramatically altered in recent years, 
such that the average worm proves nearly 
laughable compared to the more devious 
threats facing enterprises today. 

"In 2007, I expect that we will see the 
current threat trends continue — namely the 
move by criminals away from large-scale 
cyber attacks in favor of more targeted 
attacks, with a specific focus on stealing 
confidential information for financial gain 
via identity theft and even extortion," says 
Ron O'Brien, senior security analyst with 
Sophos (www.Processor.com/Sophosl). 

A recent report by Computer Economics 
(www.computereconomics.com) discov- 
ered that insider misuse and unauthorized 
access by insiders ranks as the highest 
security concern among IT professionals, 
with spam, malware, and unauthorized 




access by out- 
siders following 
closely behind. 
The report also 
noted that oth- 
er concerns are 
somewhat prev- 
alent, including 
physical loss or 
theft, electronic 
fraud, and denial 
of service attacks. 
While extortion 
ranked last in the 
study's list of 
security concerns, 
Computer Eco- 
nomics noted that 

enterprises are likely to underreport occur- 
rences of extortion to avoid the inevitable 
publicity. 

Threats Follow Data 

Richard JB Campbell, founder and CEO 
of Securiant (www.securiant.com), says the 



top threats facing data centers today ulti- 
mately emerge from data convergence, 
flaws in authorized channels and business 
procedures, data in transit, and insider 
access. These occur not only within large 
enterprises but also in small to midsized 
Go to Page 10 



Extended Life Expectancy 



Regular Maintenance To Keep 
Your Data Center In Good Health 



by Sandra Kay Miller 

Housekeeping: It's a dirty word, but 

when it comes to the data center for small 
to midsized enterprises, passing the white 
glove test on a regular basis can mean 
the difference between useful and extend- 
ed lifetimes for critical infrastructure, 
such as flooring, racks, UPSes, and HVAC 
systems. 

Although professional maintenance ser- 
vice companies such as Media Recovery, 
Sterile Environment Technologies, and 
Data Clean warn against cutting corners by 



hiring a janitorial service to perform spe- 
cialized data center maintenance that 
requires a certain level of expertise, there 
are a number of routine tasks that can be 
carried out by data center or facilities per- 
sonnel that can significantly reduce mainte- 
nance costs while helping to extend the 
useful life of equipment. 

Don't Swab The Deck 

As easy as picking up a broom or mop 
may sound, this is one task best left to pro- 
fessionals, especially where there is raised 
flooring. Rich Hill, president of Data 



As easy as picking up a broom may sound, 
this is one task best left to professionals. 



Clean, explains that keeping the data cen- 
ter floor surface clean is critical for main- 
taining conductive properties. "If the pores 
of the laminate become compromised, it 
decreases the conduction properties. 
Cleaning helps the floor do its job," he 
says. 

Metal surfaces in the subflooring can 
slough zinc whiskers, leading to the failure 
of electronic equipment. Due to their small 
size, zinc whiskers can be easily jettisoned 
into the air during improper cleaning, caus- 
ing even more damage. 

Innocuous everyday household cleaners 
and floor treatments, such as wax, can 
severely damage floors in the data center, 
so unless your data center personnel have 
the proper equipment and training, caring 
for floors should be left to professionals. 

To minimize floor cleaning, preventive 
measures, such as installing tacky step mats 
at entries, can greatly cut down on tracking 
dirt into the data center. 

Go to Page 11 
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Virtual RAID Cuts Cost, 
Boosts Performance 

Pivot3 Enters The Market With An IP-based RAID Platform 



Start-up Pivot3 has entered the scalable 
network storage market with a "virtual 
distributed RAID" platform, which the 
company says can slash storage infra- 
structure costs by half while improving 
scalability and data availability. 

The RAIGE (RAID Across Independent 
Gigabit Ethernet) storage cluster is the first 
system from Pivot3 based on a block-level 
virtualization architecture that eliminates 




the need for traditional RAID hardware and 
storage controllers. Data-protected storage 
is supported across networked nodes, called 
Databanks, which are built using x86-based 
servers connected by Gigabit Ethernet. 

"This is an alternative that not only can 
reduce cost up to 50% but can also provide 
five times or more the performance of tradi- 
tional storage," says Jeffrey Bell, vice pres- 
ident of marketing for Pivot3. 

The ability for RAIGE to simply and 
cost-effectively handle data-intensive 
application workloads has made it attrac- 
tive to customers within the video surveil- 
lance space. Breaking into that market is 
requiring Pivot3 to work within the exist- 
ing partner community, a practice the 
company is likely to continue to use as it 
targets additional markets. 



"Businesses considering video surveil- 
lance are looking at cameras or video man- 
agement software and are working with 
security integrators," Bell says. "We've 
been working with those types of providers 
to get the leverage we need in the market." 

The platform is well-suited for apps 
requiring content aggregation, including 
use for medical records, oil and gas explo- 
ration, and archiving. The use of standard 
server platforms can allow a business to 
create a pay-as-you-grow model, adding 
drives as needed without disruption. 

"Data recovery times are five to 10 times 
faster than other storage alternatives due to 
system-wide parallel processing and a 
Pivot3-created algorithm that optimizes the 
rebuild process," he says. Data is continu- 
ously made available through volume pro- 
visioning changes that support on-the-fly 
configuration changes. 



Pivot3 RAIGE Storage Cluster 



$17,499 for 6TB; $22,499 for 9TB 

Storage cluster that uses block-level virtualization 
to reduce cost and improve performance 

(877) 574-8683 

www.Processor.com/RAIGE 
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Monitoring Critical 
Infrastructure With ScienceLogic 

View The Enterprise Through EM7 5.0's Customizable Dashboards 



EM7 5.0, an appliance-based IT manage- 
ment tool from ScienceLogic, provides cus- 
tomizable dashboard tools for troubleshoot- 
ing plus high-level and granular reporting 
for technical and business stakeholders who 
need to monitor critical infrastructure. 

These dashboards are one of the EM7 
5.0's strongest selling points. ScienceLogic 
aligns the product's dashboards with the 
needs of a variety of positions, giving an in- 
dividual the ability to divine his own view 
into the SME. For example, data center and 
technical staff can have a NOC-like view of 




only relevant network components and 
servers, while senior management seeking a 
dashboard view can glean high-level statis- 
tics on business IT performance. 

In addition, technology managers can 
view statistics on IT department perfor- 
mance, including key application availabili- 
ty and system-wide CPU/memory usage, so 
they can best respond to the needs of the 
business. And for non-technical business 
managers, there is a real-time view of avail- 
ability/status of IT infrastructure compo- 
nents supporting business applications and 
customizable business intelligence dash- 
boards when tapping into the data mining 
functionality of EM7 Database Dynamic 
Applications. 



Because monitoring databases is integral 
to maintaining the health of key systems, 
the EM7 5.0 also includes the EM7 Data- 
base Dynamic Application feature, en- 
abling you to monitor critical information 
about your databases. 

Performance monitoring is a necessity 
for many SMEs that have service-level 
agreements with internal and external cus- 
tomers, and the EM7 includes performance 
monitoring and diagnostic tools to help 
ensure service quality. 

Other notable features include a pre- 
loaded, pretested, and preconfigured sin- 
gle data store for housing monitoring 
data. It provides optimal performance in 
the appliance and with all EM7 manage- 
ment applications. The data store is self- 
managing and self-healing, and Science- 
Logic has already tuned the data store's 
performance. 



ScienceLogic EM7 5.0 



Starts at $25,000 



An appliance-based IT management tool with cus- 
tomizable dashboards 



(800) 724-5644 
www.Processor.com/EM7 
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Mainframe Digital Archiving 

Bus-Tech Collaboration Integrates With Hitachi Archiving 



Bus-Tech has teamed with Hitachi to cre- 
ate an integrated platform for a mainframe 
tape-on-disk digital archiving platform, pro- 
mising high density and fast data retrieval to 
meet requirements for business data growth. 

The platform combines Hitachi's Content 
Archive Platform with Bus-Tech's MDL 
(mainframe data library) and MAS (main- 
frame appliance for storage) to create secure 
long-term preservation and retention of data 
with easy and fast access to specific stored 
information, says Jim O'Connor, director of 
product marketing for Bus-Tech. 

"It's very scalable and has modest I/O 
requirements," he says. "The real beauty of 



the platform is that it's a monolithic 
approach. You can store a very large 
amount of data and still get at 
the information you need in 
sub seconds, making it much 
more applicable to use with 
online applications like online 
banking or other ecommerce." 

The Bus-Tech MDL and 
MAS are tape-on-disk appli- 
ances that attach to IBM 
zSeries mainframe I/O chan- 
nels. The systems use GbE IP 
and Fibre Channel to attach to 
disk storage systems. The 




platform can virtualize up to 1,024 MDL or 
256 MAS tape drives, which enables the 
mainframe-based applications to store data 
on the Hitachi archiving system by writing 
sequential files to disk as if they were stan- 
dard tape devices. 
"If you look at mainframe storage, it's 
been a pretty static tech- 
nology over the past number 
of years," O'Connor says. 
"With the increase in re- 
strictions and regulations 
imposed by agencies like the 
Securities and Exchange 
Commission such as Sar- 
banes-Oxley, however, there 
are now requirement to keep 
a lot of what was once 
thought of as fairly benign 
data for years." 



This is Bus-Tech's first partnership with 
Hitachi, but the company has previously 
collaborated with EMC's Centera CAS 
(content-addressed storage) system and 
NetApp's SnapLock storage and software. 



Mainframe digital archiving solution 



Starts at $11 0,000 

Fully integrated solution for mainframe tape-on-disk 
archive operations 



(781) 272-8200 



www.Processor.com/MAS 
www.Processor.com/MDL 
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Silver Peak Software Upgraded 

Version 2.0 Reaches New Heights For WAN Management 



Disaster recovery, server centralization, 
and other strategic initiatives are increasing 
the amount of data on the WAN, resulting 
in a growing demand for high-capacity 
WAN connections. These larger WAN 
links have unique performance, scalability, 
and configuration challenges that must be 
taken into consideration by WAN accelera- 
tion devices to effectively improve applica- 
tion performance. 

Silver Peak is focused on solving these 
high-end WAN optimization needs. Its 
newest software release (version 2.0) for its 
NX family of acceleration appliances and 
GMS (Global Management Software) intro- 



duces a variety of features that enable large 
enterprise to move more data across the 
WAN faster than ever before. This applies 
to all kinds of WAN traffic, from data repli- 
cation, backup, SQL, and disaster recovery 
to file transfers, email, Web, VoIP, and 
video streaming. 

At the heart of the Silver Peak solution is 
the company's data reduction technology, 
called Network Memory. The goal of 
Network Memory is to minimize WAN uti- 
lization and maximize application perfor- 
mance by eliminating the transfer of repeti- 
tive data across the WAN. This is done by 
inspecting all inbound and outbound WAN 



traffic in real time and storing this informa- 
tion on local hard drives. Real-time traffic 
streams are compared to patterns previously 
stored. If a match exists, a short reference 
pointer is sent to the remote Silver Peak 
appliance instructing it to deliver the traffic 
pattern from its local instance. 

With version 2.0, Silver Peak has in- 
creased the pattern recognition capabilities 
within its Network Memory technology 
while improving the NX appliances' ability 
to read and write data to disk at very high 
speeds. This leads to better performance in 
high-throughput environments, such as data 
replication. The company also took mea- 
sures to improve the configuration and man- 
agement of large networks by employing 
intuitive templates with a variety of configu- 
ration options pertaining to QoS, security, 
and routing parameters. In addition, the 
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company added the ability to apply specific 
optimization techniques on a per-application 
basis and introduced a new "zero touch" 
mode whereby all required policies are auto- 
matically downloaded to remote appliances 
with no manual intervention. 



Silver Peak Systems 
NX Appliances 



New software features increase performance on 
high-capacity WAN links while simplifying deploy- 
ment in complex network environments 

(888) 598-7325 

www.Processor.com/SiverPeak-v2 

Silver Peak 
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I Antitrust Judge Sides 
With Microsoft 



Judge Colleen Kollar-Kotelly 

of the U.S. District Court for the District of 
Columbia has rejected a motion filed in 
court by Google regarding the antitrust case 
brought against Microsoft by the U.S. gov- 
ernment. Google had requested that Kollar- 
Kotelly extend her oversight of changes to 
include desktop search, claiming that 
Microsoft's Windows Vista OS makes it 
hard for users to change the default desktop 
search. However, during a status hearing to 
address Microsoft's compliance with the set- 
tlement, she stated, "The plaintiffs, as far as 
I'm concerned, stand in the shoes of the con- 
sumer. Google is not a party in this case." 

I Senators Question L Visa Use 

Sens. Chuck Grassley (R-Iowa) and Dick 
Durbin (D-Ill.) have questioned how offshore 
outsourcing vendors have been using Hl-B 
visas, and now they are questioning whether 
some of those same companies are "abusing 
the system" in using L visas, a cousin of the 
Hl-B. The L visas, including the L-l type, 
have fewer restrictions, and global firms can 
use them to transfer workers from overseas 
sites to office locations in the United States. 
The senators released a list of the firms using 
the most L visas for 2006, and of the top 20 
companies, 14 were offshore outsourcing 
companies. Grassley and Durbin are calling 
for more stringent provisions for issuing both 
the L and Hl-B visas. 

I Oracle Shows Big Gains 

Oracle's net income for the most recent 
quarter was up 23%, and revenues were up 
20% compared to a year ago. The company 
had similarly good earnings for all of fiscal 
2007, with increases in both revenue — up 
25% — and net income, which was up 26%. 
Earnings per share were up 27%, to 31 
cents a share, compared to a year ago. "It 
was a great year," says Oracle President 
and CFO Safra Catz. "If you have the right 
strategy and the best technology, it will 
show up in your results," she says. Oracle 
saw its fiscal 2007 new application license 
revenue increase 32%. 

I Intel To Cut Jobs 

A chipmaking plant in Colorado Springs, 
Colo., will be the site of Intel's latest job 



cuts; the company plans to lay off 800 
employees there. The announcement comes 
following Marvell Semiconductor choosing 
to purchase components from Taiwan 
Semiconductor Manufacturing and no 
longer using Intel as its supplier. In June of 
last year, Marvell paid $600 million for 
Intel's XScale communications chip divi- 
sion, and it now sells the chips it makes to 
vendors of smartphones, cell phones, and 
other electronics handsets. Marvell says its 
agreement with Intel was only intended to 
last through its transition of buying the 
division; however, Marvell will continue 
buying parts from other Intel facilities. 

I Gartner Advises Against iPhones 
In Businesses 

Gartner says the Apple iPhone device 
has the potential to "punch a hole" in corpo- 
rate security if employees are allowed to use 
the devices for business purposes. Among 
Gartner's concerns are the lack of support for 
mobile device management suites, security 
suites, and email providers; a limited number 
of available backup options for the OS plat- 
form; and increased support costs caused by 
feature deficiencies. Other concerns include 
the fact that the iPhone is only available 
through one operator in the United States and 
is being offered at a high price (starting at 
$500) by a company that has never created 
an enterprise-class mobile device. 

I BSA Increases Piracy Rewards 

The Business Software Alliance will 
reward individuals up to $1 million if they 
can supply detailed information about soft- 
ware piracy at their workplace. The new 
incentive is five times the usual rate of up 
to $200,000 and will be offered through 
October 2007. The BSA started offering 
rewards in the fall of 2005 and has brought 
in about $22 million as a result of the 
rewards program. According to research 
firm IDC, software piracy cost businesses 
in the United States an estimated $7.3 bil- 
lion last year; another independent study 
showed that about 21% of software used in 
the United States is unlicensed. 

I RIM Profit Beats Expectations 

Research In Motion, makers of the popu- 
lar BlackBerry device, says its profit and 
number of new BlackBerry subscribers 
increased more than expected during the 
most recent quarter. The company earned 
$223.2 million, or $1.17 a share, last quarter. 
Revenue was up 76.5% from last year, to 
$1.08 billion, with 76% of RIM's revenue 
coming from devices. About 1.2 million new 
BlackBerry subscribers signed up for service 
last quarter, above the expected 1.15 million 
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forecast. RIM announced a three-for-one 
stock split and says it expects to ship its 20 
millionth BlackBerry handset this summer. 

I Intel Quad-Core Shipments 
Reach Milestone 

After rolling out its quad-core Xeon 
5300 processors in November, Intel says it 
has now met the internal goal of shipping 1 
million of the microprocessors. The compa- 
ny chose to offer the Xeon 5300 line at 
aggressive prices — even overlapping the 
Xeon 5100 series prices, in some cases — in 
an attempt to sell more of the processors. 
The 5300 line has played a major role in 
Intel winning back market share from 
Advanced Micro Devices and its Opteron 
chips. A spokesperson for Intel says the 1 
millionth microprocessor was shipped ear- 
lier this month. 

I HP State Charges Dropped 

In the HP scandal revolving around 
information leaks that led to pretexting, a 
state judge in California has dropped the 
charges against private investigators 
Matthew DePante and Ron DeLia and for- 
mer HP attorney Kevin Hunsaker. In 
March, the same judge dismissed charges 
against HP's former chairman Patricia 
Dunn and said he would do the same for 
these three defendants, provided they ful- 
filled their community service require- 
ments. The judge decided the defendants 
displayed a "betrayal of trust" but not crim- 
inal activity in using false pretenses to get 
phone records of the people they suspected 
were behind leaking board room delibera- 
tions to the media. 

I FTC Neutral On Net Neutrality 

In a recent report regarding the Net 
neutrality issue being debated in Congress, 
the Federal Trade Commission didn't come 
out on either side of the issue, instead rec- 
ommending that lawmakers proceed with 
caution. In the report, the FTC notes that 
because more competition is ahead in the 
broadband industry, new regulations should 
be enacted with caution in the absence of 
market failure. Companies such as Google 
and Qwest have issued statements support- 
ing the FTC's findings, while organizations 
such as the Open Internet Coalition and 
Savethelnternet.com Coalition note that 
policymakers need to look ahead and make 
moves to preserve the open Internet. 

I HP & Microsoft 

Work On Supercomputers 

HP and Microsoft will work together to 
give supercomputers more mass market 
appeal. As part of the joint effort, the com- 
panies plan to develop supercomputers that 
are easier for enterprise and midmarket cus- 
tomers to deploy, support, and manage. HP 
will sell Microsoft Windows CCS (Com- 
pute Cluster Server), which is designed to 
make it easier for users to easily expand 
their computing capabilities. CCS will be 
offered as part of HP's Unified Cluster 
Portfolio. The two companies are also cre- 
ating technology centers in Houston and 
France for customers to benchmark and test 
HP servers running CCS. 

I Mobile Phone Use Up 

According to a report by The Mobile 
World, by the end of the year, there will be 
more than 3.25 billion mobile phone sub- 
scriptions worldwide. And for the first 
time, that number will top the 3 billion 
mark by the end of this month. The survey 
revealed that around the world there are 
more than 1,000 new customers signing up 
for service every minute. Purchases in 
growing markets will account for the sale 
of 65% of all handsets made this year, 
according to forecasts. 
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SANSFIRE 2007 
July 25-August 3 
Washington, D.C. 
www.sans.org 

- AUGUST - 

National Institute of Governmental Purchasing 
August 4-8 
Hartford, Conn. 
www.nigp.org/Events/Forum.htm 



LinuxWorld Conference & Expo 
August 6-9 
San Francisco, Calif. 
www.linuxworldexpo.com 



SHARE 
August 12-17 
San Diego, Calif. 
www.share.org 



Business & Technology Solutions Show 
August 21-22 
Rosemont, III. 
www.btshow.org 



Gartner Financial Services Technology Summit 
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www.gartner.com/it/page.jsp7id 
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Gartner Enterprise Planning & Architecture 
Strategies Seminar 
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www.gartner.com/2_events 
/conferences/epas073.jsp 

- SEPTEMBER - 

Enterprise Architecture 2007 
September 5-7 
Washington, D.C. 
events.fcw.com 

InfoSecurity 
September 11-12 
New York, N.Y. 
www.infosecurityevent.com 



Data Center World Fall 2007 
September 16-19 
Dallas, Texas 
www.datacenterworld.com 



Gartner Business Process Management Summit 
September 17-19 
Orlando, Fla. 
www.gartner.com/it/page.jsp7id 
=501 307&tab=overview 

Intel Developer Forum 

September 18-20 
San Francisco, Calif. 
www.intel.com/idf 



Gartner Open Source Summit 
September 19-21 
Las Vegas, N.V. 
www.gartner.com/it/page.jsp7id 
=502444&tab=overview 
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Easiest To Implement: 
.Instant Value 



| SIX QUICK TIPS | 



Data Center Monitoring Makes 
For A Smooth Landing 



by Chris A. MacKinnon 

Imagine your data center without any 
type of monitoring solution. Things would 
soon grind to a halt if you were not keeping 
an eye on performance issues. Peter T. 
Sacco, president of PTS Data Center 
Solutions (www.ptsdcs.com), says, "It is 
vital to develop and deploy a support infra- 
structure environmental monitoring system 
capable of monitoring the power and envi- 
ronmental conditions of each room, equip- 
ment row, and cabinet." 

Sacco says the most effective monitoring 
solutions are those that enable capturing of 
data over time such that trend analysis can 
be performed to make proactive decisions 
about IT infrastructure changes that may 
be necessary. Here are a few tips that go 



hand-in-hand with Sacco' s advice on data 
center monitoring. 

Device Identity 

Getting down to basics, Dave Cole, pres- 
ident of The Advantage Group (www 
.taglim.com), says you should identify the 
devices you want to monitor before choos- 
ing a solution. Cole says, "What do you 
want to monitor? This is the first thing I ask 
our customers to think about before they 
consider a solution because it directly 



v 

Uptime Software's Chris Knowles also suggests 
asking yourself the following: 

• Will the new tool let me consolidate any 
existing tools and the associated manage- 
ment processes? 

• Will the tool be able to grow with my environ- 
ment in regards to platforms and functionality? 

• Will I end up having to acquire new tools as 
I grow? 



impacts the type of monitoring solution 
required. Will you require support for 
devices that use different protocols (SNMP, 
Modbus, or BACnet, for example)? If so, 
you need to choose a solution that will 
support all of these protocols." 

The Enclosure Level 

Herb Villa, field technical manager at Rit- 
tal (www.Processor.com/Rittal), says any 
size organization will already monitor key 
network and computing performance para- 
meters. "But these same organizations," Villa 
says, "may say they can see what is going on 
in their space, but that is only a large-scale 
view and does not go down to the enclosures, 
where it is critical to see what is happening." 

Villa says the following enclosure parame- 
ters should be monitored: "Certainly temper- 



ature and humidity. Perhaps smoke detection 
and water or leak detection. Depending on 
how secure an installation location is, enclo- 
sure access control could be considered. And 
there may be a need to pull information from 
other facility systems including fire suppres- 
sion and UPS to let a user know if those sys- 
tems are in an alarm condition. Power usage 
at the enclosure level should also be moni- 
tored. Intelligent power strips provide these 
capabilities with both local amp readouts as 
well as remote monitoring capability." 



• Is the tool easy to implement, or will I need to 
train my staff? 

• Will the tool benefit any existing processes 
within my operation that will improve time to 
response and resolution of problems? 

• Will the tool span across the silos of my 
IT environment? 

• Is the tool simple enough that the next per- 
son can step in and go, or is it based on one 
person's unique coding? 



Villa says important items to consider 
include a location to send the information 
and your type of OS environment. He says 
enclosure and power monitoring systems 
should communicate over existing network 
infrastructure. 

According to Villa, organizations may 
not have the luxury of a large, dedicated 
IT department, so systems should be easy 
to install, easy to set up, and easy to man- 
age. "I would look for plug-and-play capa- 
bility to add on additional sensors and 
monitoring components, as well as soft- 
ware that provides auto detect and update." 

Access To Historical Data 

Chris Knowles, solutions architect for 
Uptime Software (www.Processor.com 
/Uptime- Software), says it is important to 
have open access to historical data. 
Knowles notes, "The monitoring station 
should have configurable data retention 
parameters for the metrics that are collected 
from the monitored elements and services. 
This data should be accessible through 
open and easy standards or APIs, such 
as ODBC/JDBC or Web services. These 
metrics can be very valuable when inte- 
grated with external (to the monitoring 
station) data sets such as a corporate 
data warehouse." 

As an example, Knowles says online 
campaign stats and key performance indi- 
cators can be correlated to stats from a Web 
server farm that supports the campaign. 
"This allows the IT department to directly 
measure the impact of campaigns against 
their resource utilization to ensure adequate 
capacity for future campaigns. This holds 
true for most any measurable business 
activity and the IT infrastructure that sup- 
ports it." 

Hardware Or Software? 

According to Cole, a software solution 
will talk directly to a device using its native 
protocol, while a hardware solution gener- 
ally uses some type of hardware to act as a 
protocol converter. Cole says when choos- 
ing between a software or hardware solu- 
tion, consider the whole cost. 

"The drawback to the hardware solu- 
tion," Cole notes, "is that you may need 
hundreds of converters to talk to all of your 
devices. Remember that each hardware 
converter will need to be plugged in and 
should be backed up by a UPS. As your 
data center grows, you will need to add 
new converters as you add new devices." 

But most importantly, Cole says a sys- 
tems monitoring solution should span all 
areas within an IT organization. He says, 
"All areas of IT are interdependent upon 
one another; therefore, it is important that a 
monitoring solution monitor and report on 
the components within each silo in order to 



Chris Knowles with Uptime Software (www 
Processor.com/Uptime-Software) says soft- 
ware should provide a "zero time to value" 
implementation proposition. The software and 
its associated agents should provide value 
with no additional configuration. A novice 
user should be able to use the tool produc- 
tively with little guidance or training. 

Effective systems monitoring tools provide ser- 
vice monitors that let administrators monitor, 
alert, and report on the status of their applica- 
tions with minimal configuration. For in-house 
apps, the software should allow for the creation 
of custom monitors that seamlessly extend the 
functionality of the software to monitors through 
a noncomplex development exercise. Your 
custom apps are often the bread and butter, 
and there won't likely be an off-the-shelf moni- 
tor for the metrics of relevance from your app. 



Bonus Two 



Watch for proprietary solutions. The 

Advantage Group's (www.taglim.com) Dave 
Cole says to watch out for proprietary solu- 
tions that will only work with a particular manu- 
facturer's equipment. He notes, "Unless your 
data center only uses equipment from a single 
manufacturer, a proprietary solution will not 
provide the level of monitoring you need to get 
the job done. Improve your efficiency and con- 
trol costs by investing in a scalable solution 
that will work with all of your hardware." 

Beware of networking hurdles. Knowles 
says having little or no networking hurdles also 
comes in handy when monitoring the data cen- 
ter. He says today's IP-based networks are 
often segmented by firewalls and ACLs to 
ensure application and data security. He adds, 
"The software being implemented should not 
require a complex change in firewall rules for 
the monitoring station to be able to communi- 
cate with the monitored elements and their 
associated agents. A good solution will require 
a single TCP port to be open between the 
monitoring station and the agent." 

be able to report on the big picture. The 
tools should be able to provide a bird' s eye 
view of the entire IT environment and 
allow the user to drill down to an individual 
component and the services supported 
regardless of the silo it resides within." 
Cole says software should have the ability 
to combine the interdependencies of indi- 
vidual system components to create a more 
holistic application service level view. 



"It is vital to develop and deploy a support 
infrastructure environmental monitoring system 
capable of monitoring the power and 
environmental conditions of each room, 
equipment row, and cabinet." 

- PTS Data Center Solutions' Peter T. Sacco 



Best Return On Investment: The Right Fit 



May 25, 2007 



More Bandwidth, 
Decreased CPU Loads 

Mellanox ConnectX EN Ethernet NICs Ideal 
For Performance-Driven Server & Storage Needs 



Mellanox ConnectX EN Ethernet NICs 
deliver high-bandwidth and industry-leading 
10 Gigabit Ethernet connectivity with state- 
less offloads for performance-driven server 
and storage applications in high-perfor- 
mance computing and enterprise data center 
environments. Web infrastructure and IP 
video servers are two applications that will 
achieve significant throughput improve- 
ments resulting in faster access and 
increased number of users per server. 



ConnectX EN improves 
network performance by 
increasing available band- 
width while decreasing the associated 
transport load on the CPU and providing 
enhanced performance, especially in virtu- 
alized server environments. 

ConnectX EN removes I/O bottlenecks 
that limit application performance. 
Hardware-based stateless offload engines 
handle the TCP/UDP/IP segmentation, 




reassembly, and checksum calculations that 
would otherwise burden the host process. 
TCO is optimized by maintaining an end-to- 
end Ethernet network on existing OSes and 
applications. 

The dual-port 10GBASE- 
CX4 adapter enables con- 
nectivity over 20+ meters of 
copper cables satisfying in- 
rack and rack-to-rack con- 
nections. For longer dis- 
tances, single- and dual-port 
10GBASE-SR adapters support up to 300 
meters over multimode fiber, while the 
10GBASE-LR adapters support up to 10km 
over single-mode fiber. Both fiber adapters 
use XFP modules provided by Mellanox. 

Benefits 

• I/O consolidation 



10 Gigabit full duplex bandwidth 
Virtualization acceleration 
High-performance networking and 
storage access 



Mellanox ConnectX EN 
Ethernet NIC 



Increases available bandwidth and provides 
enhanced performance, especially in virtualized 
server environments 



(408) 970-3400 

www.Processor.com/ConnectX-EN-Card 



Mellanox: 

TECHNOLOGIES 
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Integrate With Windows Desktops 

Hummingbird Suite Offers Levels Of Connectivity 



lOGbE Intrusion Prevention 

McAfee's New Platform For Businesses Moving To Next-Gen Networks 



Riding herd on today's networks, with 
multiple systems competing for attention, is 
like herding cats. However, a new cowboy 
in town will help SMEs round up network 
integration challenges. 

Hummingbird Connectivity 2008 is a 
software suite from Open Text designed 
to help SMEs integrate heterogeneous 
systems, including Unix and mainframe, 
with Windows desktops. 

"Implementing Connectivity 2008 in 
SMEs is simple and straightforward, 
largely due to our support of the Microsoft 
Windows Installer technologies," says 
Robert Wong, senior product manager. As 
a Windows Vista-certified solution, all 
solutions in Connectivity 2008 support 32- 
and 64-bit natively. 

Each solution in the suite is priced sepa- 
rately. Exceed PowerSuite 2008 tops the 
line, with X Window, OpenGL support, 
HostExplorer 2008, NFS Maestro Client 
2008, and a collection of TCP/IP utilities. 

"Aside from the standard method of 
installation, our Connectivity solutions 
can be silently deployed through SMS. 
They come with an integrated Windows 
Installer package customizer, which 
allows IT administrators to granularly 
control the software deployment to fit var- 
ious business scenarios," Wong notes. 
Enterprises with a Citrix infrastructure 
benefit from the built-in seamless support 
found in the suite. 

Wong says Hummingbird Connectivity, 
a division of Open Text, has supported 
tens of thousands of customers since 
1989. "We partnered with Microsoft as an 



early adopter of the Windows Vista certi- 
fication program, and we are the first 
Connectivity Suite in the industry to have 
received the Certified for Windows Vista 
logo for our latest Connectivity product 
offerings," he says. 

SSL and Kerberos come standard with 
the suite. Secure Shell 2 is available to 
ensure X Window and terminal traffic are 
encrypted. NFS protocol relies on both 
Kerberos and LIPKEY for authentication 
and encryption. Wong says the FIPS 140- 
2 standard led to the development of the 
Hummingbird Cryptographic module, 
which is currently under review by the 
National Institute of Standards and 
Technology for certification. 

The suite's Exceed 2008 supports 
X11R7.2, the latest X Window System 
release. All products in the suite offer 64- 
bit support. 



Open Text Hummingbird 
Connectivity 2008 



Exceed PowerSuite 2008: $745 
HostExplorer 2008: $245 
NFS Maestro Client 2008: $395 

Helps SMEs integrate heterogeneous systems, 
including Unix and mainframe, with Windows 
desktops 

(800) 499-6544 

www.Processor.com/Hummingbird3 

Open Text 
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Many enterprises have either already 
transitioned to 10 Gigabit Ethernet plat- 
forms or have plans to upgrade infrastruc- 
ture soon, and security specialist McAfee 
has made the move a bit easier with the 
introduction of its first network IPS 
(intrusion prevention system) appliances 
to provide up to lOGbps performance. 

McAfee also introduced IntruShield 4.1, 
the latest release of its intrusion prevention 
software, which provides enhanced integra- 
tion with other products in McAfee's SRM 
(security risk management) portfolio. 

"As organizations move to the next-gen- 
eration 10 Gigabit Ethernet or IPv6 net- 
works, this kind of protection will be criti- 
cal for them," says John Vecchi, director 
of product marketing for McAfee. "Many 
businesses have really struggled to provide 
adequate protection as the performance in 
those environments has skyrocketed." 

The lOGbE IntruShield platform is be- 
lieved to be the first to offer lOGbps perfor- 
mance, Vecchi says. The IntruShield appli- 
ance has 16 ports, eight 10/100/1000 ports 
and eight lOGbE ports, providing the high- 
est gigabit port-density in the market. 

The new appliance will provide greater 
visibility and more relevant data that can be 
utilized to create a "risk-aware" network 
intrusion prevention platform, he says, 
allowing IT and data center managers to 
make the right decision on network security 
and act quickly on any problems detected. 

The platform has up to 4 million concur- 
rent connections, adaptive rate limiting, 
dynamic network access control, and built- 
in, real-time host quarantine. The lOGbE 
appliance will be available in the second 



half of this year, with pricing competitive 
with existing IPS platforms, Vecchi says. 

Available as a free download for existing 
IntruShield customers is version 4.1. The 
release is designed to better integrate with 
other products in McAfee's SRM portfolio, 
including Foundstone, NAC (Network 
Access Control), and ePO (ePolicy Orche- 
strator). Closer integration enables enter- 
prises to create a "knowledge-driven" secu- 
rity platform that is automated and enables 
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network security teams to increase their 
effectiveness and efficiency, he says. 

By integrating IntruShield with Found- 
stone, a user can get "scan now" functional- 
ity that provides real-time threat analysis 
and details on potential vulnerabilities. 
Integration with ePO provides visibility 
into host details, including attacks on the 
IPS and spy ware events with one click. 



McAfee IntruShield 
10 Gigabit Ethernet 



Allows businesses to sync 10 Gigabit Ethernet 
networks with their security appliances 

(888) 847-8766 

www.Processor.com/McAfee3 



McAfee 




When you post a free Want-To-Buy or 
For-Sale Listing at Processor.com, you save 
more than time. Hundreds of the nation's 
leading computer dealers will see your 
posting and let you know if they have 
the equipment you are looking for. 
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JHE COMPETITION JUST GOT 

A LOT STIFFER 



Remote Server Management 



B» Digital KVM IP 




UlliaConsole Remote 




UltraMatrix™ Remote 

Connects 1,000 computers 
to up to 256 user stations 

■ Multi-user, multi -platform KVM IP switch 

■ Supports PC, Sun, Apple, USB, UNIX, and serial devices 

■ High quality video up to 1 280 x 1 024 

■ Secure encrypted operation with login and access control 

■ Scaling, scrolling, and auto-size features 

■ View 4 computer connections using the quad-screen mode 



UltraConsole™ Remote 

Access servers & serial devices 
from anywhere in the world 

■ PC, SUN, UNIX, Linux, USB, and serial devices 

■ Supports serial devices such as routers, switches, and more 

■ Emulates VT100/VT220 terminals 

■ Secure encryption operation 

■ Scaling, scrolling, auto-size and quad screen features 

■ View 4 computer connections using the quad-screen mode 



UltraLink™ 

Manage & monitor servers 
from anywhere in the world 

■ High-quality video up to 1280 x 1024 

■ Secure encrypted operation 

■ Scaling, scrolling, and auto-size features 

■ Quad screen, real-time viewing of 4 computers 

■ Compatible with most KVM switches 

■ Available in single, dual, and quad models 



PC, Sun, Apple, USB, UNIX, Serial Devices 



ffr KVM Switches 



I 

I 

UltraMatrix™ x-series 
Expandable, multi-user switch 
for connecting 1,000 computers 

■ Multi-platform units have serial VT220 terminal emulation 

■ Advanced visual interface (AVI) 

■ Security features prevent unauthorized access 

■ Free lifetime upgrade of firmware 

■ Video resolution up to 1600 x 1280 

■ Multi-lingual Menu 





UltraView™ Pro 

Access or Manage 2 to 256 
computers from a single KVM station 

■ Economical 

■ Easy to use, install, and expand 

■ Audio and serial support 

■ Advanced visual interface (AVI) 

■ Security features prevent unauthorized access 

■ Free lifetime upgrade of firmware 



Quadra Vista™ 
Display 4 computers 
on a single monitor 

■ View live, real-time data in each window 

■ Easily switch to and control each computer in 
Quad or Picture-in-Picture (PiP) mode 

■ Video resolution up to 1920 x 1200 

■ VGA and DVI video supported 

■ Supports USB and PS/2 computers 

■ On-screen menus for easy set-up 



Fiber, CATx, DVI/VGA, PS/2 or USB 



ffr KVM Extenders 





CrystalView™ 

Extends keyboard, video, mouse, 
audio and serial up to 1000 ft 

■ Supports USB, PS/2, or Sun 

■ Serial and full stereo options 

■ Available in single, dual, or quad video models 

■ Supports video resolutions up to 1600 x 1200 

■ Video tuning and skew adjustments available 

■ Dual version allows another KVM near computer 



Cry srtal View™ Pro 

Extends keyboard, video, mouse, 
audio and serial up to 33,000 ft 

■ Supports DVI video resolutions up to 1 920 x 1200 

■ Supports Fiber or CATx cable 

■ Supports singlemode or multimode fiber cable 

■ Supports PS/2 or USB keyboard and mouse 

■ Supports for local KVM station 

■ Fully automatic KVM sharing 




ViewLink™ 

Extends keyboard, video, 

& mouse up to 1000' over CATx 

■ Automatic compensation and equalization 

■ Automated video skew adjustments 

■ Models available for PS/2, USB or both 

■ Video resolution up to 1600 x 1200 

■ Compatible with KVM switches 

■ Operating system independent 



Organize, Streamline Server Rooms 




RackView™ 

15", 17", 19", 20" LCD flat panels 
Fold forward & backward designs 

■ Built-in single or multiple user KVM switch options 

■ Supports AT/XT, PS/2 and Unix computers 

■ DVI and S-video options available on 19" and larger LCD 

■ LCD flat panel and keyboard can be sold separately 

■ Available with full size, full function Sun keyboard 

■ Optional multi-media version with TV tuner & stereo speakers 



rose us 

ROSE EUROPE 
ROSE ASIA 
ROSE AUSTRALIA 



281 933 7673 
+44(0) 1264 850574 
+ 65 6324 2322 
+ 617 3388 1540 




^ KVM Accessories 



RackView™ Panel Mount LCD 

Mounts vertically in a standard 
19" rack 

■ Available with a 15", 17", 19", 20", or 23" LCD 

■ 19" and 20" models support DVI and VGA inputs 

■ Resolution up to 1280 x 1024 

■ Fits in 7 - 9 rack units (Depending on model) 

■ DVI and S-video options available on 19" or larger LCD 

■ Quick and easy rack mounting installation 





VideoSplitter™ CATS 

Distribute, amplify & extend 
video to 6 or 12 monitors 

■ Video resolutions up to 1600 x 1200 

■ Each remote monitor can be up to 1,000' 

■ Optional Audio and Serial 

■ Easy to install 

■ Rack mountable chassis 



800-333-934 

WWW.ROSE.COM 

Rose Electronics 10707 Stancliff Road - Houston, Texas 77099 
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Want your business to be more productive? 

The ASA Servers powered by the Dual Core Xeon processor provide 
the aualitv and dependability to keeo uo wit 
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Hardware Systems For The Open Source Community-since 1 989 




1 U Dempsey/Woodcrest Storage server Stand at-$l ,841 



-Rack solid quality rackmount 
system with excellent cooling. 
-Custom OS including Linux, 
Solaris*BSD, MS Windows, Suse, 
Debian, etc. 

-Hardware and software RAID 
storage. 

-High density cluster nodes. 
-SATA-SCSI-SAS-Fiber Raid. 
-iSCSI and NAS storage 
appliances. 

-High end custom workstations 
-On-site warranty support for 
most of our products. 



-1TB Storage installed. Max-3TB. 
-Intel Dual core 5030 CPU (Qty-1), Max-2 CPUs 
-1GB 667MGz FBDIMMs installed. 
-Supports 16GB FBDIMM. 
-4X250GB htswp SATA-II Drives installed. 
-4 port SATA-II RAID controller. 
-2X10/100/1000 LAN onboard. 





3U Dempsey/Woodcrest Storage server Stand at-$4,191 



-4TB Storage installed. Max-12TB. 
-Intel Dual core 5050 CPU. 
-1GB 667MGz FBDIMMs installed. 
-Supports 16GB FBDIMM. 
-16X250GB htswp SATA-II Drives installed. 
-16 port SATA-II RAID controller. 
-2X10/100/1000 LAN onboard. 
-800W Red PS. 

5U Dempsey/Woodcrest Storage server Stand at- $6,991 



2U Dempsey/Woodcrest Storage server Stand at-$3,891 

-3TB Storage installed. Max-9TB. 
-Intel Dual core 5050 CPU (Qty-1), Max-2 CPUs. 
-1GB 667MGz FBDIMMs installed. 
-Supports 16GB FBDIMM. 
-12X250GB htswp SATA-II Drives installed. 
-12 port SATA-II RAID controller 
-2X10/100/1000 LAN onboard. 
-500W Red PS. 




Technical Expertise 



We have a highly qualified 
technical and engineering 
team consisting of Red hat 
BSD, MCSE, CCNA and CNE 
certified engineers. They are 
dedicated to address any 
questions you may have with 
our hardware products. Our 
sales engineers are experts in 
providing you solutions that 
suit your needs while keeping 
your budget low. . 



-6TB Storage installed. Max-18TB. 
-Intel Dual core 5050 CPU. 
-5GB 667MGz FBDIMMs installed. 
-Supports 16GB FBDIMM. 
-24X250GB htswap SATA-II Drives installed. 
-24 port SATA-II RAID. CARD/BBU. 
-2X10/100/1000 LAN onboard. 
-930W Red PS. 



-Custom chassis design per 
your needs for your appli- 
ances. 



-Custom logo printing. 

-Facilitating in getting various 
certifications like FCC/UL/CE, 
etc. 

-Custom installation of your 
images. 

-Drop ship on your behalf. 




8U Dempsey/Woodcrest Storage server Stand at-$l 1 ,441 

-10TB Storage installed. Max-30TB. 
-Intel Dual core 5050 CPU. 
-Quantity 42 installed. 
-1GB 667MGZ FBDIMMs. 
-Supports 32GB FBDIMM. 
-40X250GB htswap SATA-II Drives installed. 
-2X12 Port SATA-II Multilane RAID controller. 
-1X16 Port SATA-II Multilane RAID controller. 
-2X10/100/1000 LAN onboard. 
-1300W Red PS. 

We provide approved E VAL server for 1 days. 
Do Business With ASA? 





Since 1989, ASA has served customers like Cisco, Juniper, Caltech, Fermilab 
and most Universities. We provide total custom solutions with OS of your 
choice. Excellent pre-sales and post-sales support. Reliable hardware at most 
competitive prices. Please call or contact us for your next hardware purchase. 



1 -800-REAL-PCS 




July 13, 2007 



Processor.com 



Page 9 



The Risk From An Inside Job 

Protecting Your Enterprise 
From The Latest Insider Threat 



by Elizabeth Millard 
• • • 

One of the greatest threats to IT 
security within an organization might not 
be the hackers and virus writers loose in the 
world but the people in the cubicles and 
offices down the hall. 

It's not that every enterprise is filled 
with disgruntled employees or mischie- 
vous, tech-savvy interns; instead, it's often 
carelessness or lack of rules that might 
cause threats. An employee might put a 
Post-it Note with his password inside a 
laptop bag, which he then inadvertently 
leaves in a cab. Or he could email a sensi- 
tive document without realizing what it 
contains. Even at large, seemingly well- 
protected companies, incidents occur that 
are the result of insiders. 

"It's nearly inevitable," says George 
Tehrani, director of strategic relationships 
at Apani Networks (www.Processor.com 
/Apani). "You pick up security reports 
and read horror stories, and you never 
think they'll happen to you." Recently, 
Tehrani got a letter from his former 
employer, IBM, noting that his Social 
Security number may have been compro- 
mised because of careless handling of an 
HR file. 

"Think of it as a cholesterol problem," 
Tehrani notes. "It doesn't matter if you're 
rich, poor, in California or New York, it 
hits everyone. In the same way, insider 
threats can be just as real at a small bakery 
as they can be at a large enterprise, and 
everything in-between." 



Multilayered Approach 

Similar to lowering cholesterol num- 
bers through diet, exercise, and med- 
ication, fighting insider problems 
requires a multilayered approach that 
brings together access control, policy 
creation, HR cooperation, and content 
filtering. 

"If you talk to different security 
vendors, they like to shine a light on 
what they're doing specifically," says 
Tehrani. "But the best approach is 
probably to implement a little bit of 
everything." 

One challenge that tends to crop up 
is interoperability, he admits. If there 
are a few hundred, or even a thou- 
sand, applications that are targeted for 
protection through perimeter security 
VPNs, digital certificates, and encryp- 
tion, it can be tricky to make sure all 
the pieces work together, but using 
just a few vendors that play well 
together can be useful, Tehrani notes. 

Policy & Access 

One of the most important tools in 
fighting insider threats is to articulate 
specifically how a company PC can 
be used, especially for telecommuters 
and business travelers. 

Studies from McAfee (www. Processor 
.com/MFE) have noted that more than 20% 
of employees let family and friends use 
company laptops to access the Internet, and 
more than half connect their own devices to 



the computer. The security firm also noted 
that 10% of employees admitted that they 
downloaded content they knew they 
shouldn't, and more than half said they had 




no idea how to update the antivirus protec- 
tion on their company machine. Partic- 
ularly striking was that 5% confessed that 
they accessed areas of the IT system that 
they shouldn't have. 

Those statistics show that there's a blend 
of user oblivion, security ignorance, and 
willful disregard for the rules. Policies that 
state expectations and give specific exam- 
ples can be helpful. For example, instead of 
writing that laptops "shouldn't be used for 
personal activities," it's far clearer to an 
employee to read that laptops "are not to be 
used by family, friends, or others outside 
the company," as well as banning down- 
loads of personal software, creation of per- 
sonal documents, and use with personal 
devices such as iPods or digital cameras. 

Policies can help to shape a discussion 
if directions are ignored, but for real pro- 
tection, it usually comes down to access 
control, says Faizel Lakhani, vice presi- 
dent of marketing at Reconnex (www 
.Processor.com/Reconnex), a maker of 
information protection technologies. "First 
and foremost, educate your users, who 
sometimes don't know what they're do- 
ing," he says. "But then take a look at 
what's happening in terms of access and 



control, and you'll get an education your- 
self." 

He notes that Reconnex works with a few 
hundred organizations, and in every single 
case, there has been an IT director moment 
of "Oh my God, what's that?" in reference 
to information flowing in or out of a com- 
pany. Creating a more comprehensive, mul- 
titiered access strategy can help prevent 
those unpleasant revelations. 

Tool Kit 

In addition, a number of soft- 
ware tools are available that 
various vendors developed with 
insider threats in mind. Most 
give IT departments the ability 
to determine the rules that gov- 
ern their system, so they can be 
tweaked according to specific 
company policies. 

Reconnex has a service 
called Data in Use that ana- 
lyzes content being moved on 
all channels of communication, 
such as printers, USB devices, 
and Bluetooth-enabled gadgets. 
At Apani Networks, EpiForce 
^ lets IT departments implement, 
enforce, and audit network 
security for every system and 
apply unique access privileges 
for users defined by application, 
database, network, or other rela- 
tionships. Another vendor is 
Sentrigo (www.sentrigo.com), 
with an app called Hedgehog 
that combats data breaches 
caused by insiders by monitor- 
ing transactions, databases, and 
network management. 
No matter what tools you use, the basic 
message is constant vigilance and aware- 
ness that the biggest threats may not be out 
in the world, but in the office. Fortunately, 
much like cholesterol levels, some preven- 
tion and treatment can go a long way. 



Combating Security Threats 



1 Security Threat 


What To Do 1 


Potential digital miscreants among 
the new hires 


Coordinate with HR to conduct background checks on all 
new users. 


Potential attackers in consulting 
firms or others granted access to 
the network 


Conduct background checks on those consultants who 
will have higher-level access, and for others such as 
temps, interns, or visitors, give very restricted access. 


Personal gadgets being connected 
to company PC 


Be specific in usage policies and create automatic antivirus 
screening for any device that attempts to tap into the net- 
work or is connected to a company-owned machine. 


IT finds it difficult to strike a balance 
between trusting employees and 
providing stricter access 


Institute regular enterprise-wide risk assessments in 
order to get a clearer view of vulnerability areas. 


Employees seem unaware of good 
security practices 


Create periodic, mandatory security awareness training 
for all employees and make the presentation lively, non- 
threatening, and discussion-provoking. 




Apani Networks EpiForce 
Standard Edition (SE) 

Provides internal network security by authenti- 
cating and selectively encrypting critical data 

across your network, making it practically 
impossible to steal passwords, usernames, or 
encryption keys 
www.Processor.com/EpiForce-SE 

Beachhead Solutions Lost Data Destruction 

Retain control of your data— even if you've lost 
control of the hardware 

www.Processor.com/Beachhead 

Neobyte Solutions Invisible Secrets 4 

Prevent unwanted people from reading your 
private files 

www.Processor.com/lnvisible 

Reconnex 6.0 Endpoint Agent 

Prevents leakage of intellectual property and 
other confidential data from off-network systems 

www.Processor.com/Reconnex-6.0 
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Maximize Your 
Storage Investment 

Nexsan SATABeast Sets New Standards 
For Performance & Efficiency 




n 




The SATABeast extreme density storage 
array from Nexsan Technologies delivers 
the industry's best performance and cost- 
effectiveness in a scalable disk solution. 
It' s the first high-performance, high-capac- 
ity RAID storage system to utilize 
AutoMAID technology, which lets the 
SATABeast place disk drives in an idle 
state to conserve energy yet still provide 
near-instantaneous access to data — the 



SATABeast lets you access data up to 500 
times faster than tape libraries and 20 
times faster than other MAID systems. 

The SATABeast can scale up to 305TB in 
a single rack (up to 42 SATA drives in a 4U 
chassis). It includes single or dual-redundant 
RAID controllers with FC and iSCSI con- 
nectivity, up to 2GB cache per controller, 
two redundant power supplies, and support 
for multiple RAID sets and volumes per set. 



Other features include: 

• The latest high-capacity SATA drives 

• OS-independent architecture 

• More than 700MBps throughput 

• Redundant, hot-swappable components 

• RAID levels 0, 1, 1+0, 4, 5, and 6 

The SATABeast is ideal for: 

Primary storage. Fast wire- speed read/ 
write throughput and high IOPS perfor- 
mance — perfect for data-intensive apps. 

DID backup. Provides the speed, fault 
tolerance, and availability to deliver supe- 
rior disk-based backup with a smaller foot- 
print and less cost than tape libraries. 

Secondary storage. Enterprise-class fea- 
tures and performance enable large file 
repositories to be stored on a single system. 
SATABeast requires no drivers and easily 
integrates into existing infrastructures. 



Online archive. The unmatched capacity 
of the SATABeast easily handles enormous 
volumes of files. With its energy-saving 
AutoMAID technology, SATABeast en- 
ables massive archives to be cost-effectively 
stored and instantly accessed. 



Nexsan SATABeast 



The industry's most complete and cost-effective 
high-capacity storage system, with up to 305TB in a 
single rack 

(866) 463-9726 

www.Processor.com/Nexsan 
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Evolving Security Threats Create Challenges 



Continued from Page 1 
enterprises that either house their own data 
centers or colocate them externally. 

"With the power of the network and how 
networking technologies are leveraged 
today, wide sets of data are brought togeth- 
er and housed in databases which reside in 
the data center," Campbell says. "This 
includes passwords, email, voicemail, etc. 
With so much data converging and being 
stored on the same platform and in one 
place, a lot more harm can be unleashed if 
the data [or] data center is compromised." 



The 12 Top IT Threats 



When compromised, data naturally stands 
to be lost, and it's this potential for loss — 
whether through malicious or other 
means — that represents the biggest threat to 
data centers today, says Mark Campbell, 
product marketing manager at PGP (www 
.pgp.com). "Loss of data, regardless of 
intent, automatically triggers legal breach 
notification requirements in the case of 
unprotected information," he says. "Such 
incidents also raise doubt about the organi- 
zation's ability to protect sensitive customer 
information and intellectual property." 



In a report titled "Trends in IT 
Security Threats: 2007," Com- 
puter Economics analyzed the 
12 primary categories of com- 
puter security threats. The 
threats include: 

Malware: Infection of the orga- 
nization's systems or network 
by viruses, worms, Trojans, 
adware, or spyware 

Phishing: Impersonation of 
the organization through email 
or electronic means in an 
attempt to obtain confidential 
information 

Pharming: Diversion of Inter- 
net traffic to an imposter site 
by means of DNS poisoning or 
browser address bar attack in 
an attempt to obtain confiden- 
tial information 

Source: Computer Economics, 2007 



Spam: Unsolicited or unwant- 
ed email messages 

Denial-of-service: Attempts to 
overwhelm or overload the 
organization's network or sys- 
tem resources with the intent 
to degrade their performance 
or make them unavailable 

Unauthorized access by out- 
siders: Unauthorized access 
or use of systems or the net- 
work by outsiders 

Vandalism/sabotage: 

Defacement, destruction, or 
other damage to the organiza- 
tion's systems, network, or 
Web site 

Extortion: Demands for 
money or other concessions 
based on threats to use elec- 
tronic means to harm the 



organization's network, sys- 
tems, or reputations 

Fraudulent transactions: 

Fraudulent electronic transac- 
tions that result in financial loss 
or damage to the organization 
or its customers 

Physical loss: Physical loss 
or theft of computer, storage 
media, or other devices and 
any associated data 

Unauthorized access by 
insiders: Successful access 
by insiders to system functions 
or information for which they 
are not authorized 

Insider misuse: Violation of 
the organization's policies 
regarding acceptable use 
of computing/network 
resources 



Increasingly, threats spawn from holes in 
existing channels that were previously con- 
sidered secure. Securiant's Campbell says, 
"As thieves are focusing less on technology 
and more on compromising existing autho- 
rized channels, today's security technology 
is, for the most part, reactive and therefore 
only part of the solution." 

Danger Inside 

Those same authorized channels that can 
be compromised by outsiders also can be 
used by insiders to gain access to sensitive 
data. As technology grants employees ever 
more powerful and flexible methods to 
access company data, the temptation contin- 
ues to rise for employees to take advantage 
of that data for their own criminal gain. 

"It's the same old story: In espionage, it's 
much harder to plant a spy within a company 
or government agency than it is to find some- 
one who is weak and turn them into a mole, 
with or without their knowledge and cooper- 
ation," Securiant's Campbell says. "It's 
always much simpler to leverage trusted, 
authorized users to compromise systems." 

In many cases, insiders aren't necessarily 
acting with malicious intent, but their sloppy 
actions invite criminal behavior. "The insid- 
er channel is the most important threat chan- 
nel today," O'Brien says. "This may consist 
of deliberate misuse of resources, unautho- 
rized access, or even accidental misuse. 
Poorly protected PCs and insecure behavior 
by end users — such as responding to spam 
and Web-based threats — expose those PCs 
to the risk of infection, allowing the PCs to 
come under the control of criminals." 

Industry research, according to PGP's 
Campbell, shows that internal documents 
and spreadsheets represent the largest 
sources of data leakage. Further, employees 
unfamiliar with security procedures are 
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apt to compromise data. For example, 
Campbell points to the recent Veterans 
Affairs data loss, in which a data analyst at 
the agency took home a laptop containing 
unencrypted information on 26.5 million 
people. The laptop was subsequently stolen 
during a burglary of the analyst's home. 

From All Angles 

While today's threat landscape looks far 
different from that of years past, tried-and- 
true threats such as viruses, worms, and 
Trojans remain. But these, too, have 
evolved over the years to circumvent simi- 
larly evolving detection techniques. 

"Malicious software authors today are 
attempting to use malware in a more covert 
manner as a means to evade detection," 
O'Brien says. "Traditional malware, such as 
viruses and worms, are now outnumbered by 
Trojans, which aim to take control of a PC. 
Also, as corporations deploy more security 
tools — like firewalls and authentication — to 
protect certain aspects of the data center, then 
the threats move to newer and less-protected 
aspects, in particular compromising endpoint 
PCs as a channel into the data center." 

Although we now rarely see widespread 
worm attacks similar to those that regularly 
seized headlines years ago, enterprises 
remain at heavy risk. Security experts tend 
to agree that while many companies put 
forth valiant efforts to secure their data, the 
sheer number and efficiency of today's 
threats mean that these same companies 
will never be truly secure. 

"I think the bad guys can shoot us any 
time they want," says Roger Thompson, 
CTO of Exploit Prevention Labs (www 
.explabs.com). "The only reason we're not 
seeing big outbreaks anymore is that it's 
counterproductive to them. They can't 
manage a huge number of [owned] ma- 
chines. They don't want to cut down the 
apple tree, [but] just shake it every now and 
then and pick up the fruit that falls off." 



HERGO 
COMPUTER 
TECHNICAL 
FURNITURE 

An original equipment 
manufacturer since its inception in 
1992, Hergo remains a trusted 
source for technical furniture, 
computer enclosures/ cabinets, 
relay racks, LCD mounting solutions 
and command & control centers. 

We are technology people who 
understand your computing 
workspace needs. 

As part of our 100% customer satisfaction 
guarantee, Hergo offers free space design and 
consultation, including 3-D CAD drawings and 
simulated environment renderings to ensure 
maximized user space and productivity. 

Hergo is an approved supplier to all 
branches of the U.S. Government. 
GSA Contract # GS-29F-0133G 



T RACKMOUNT ENCLOSURES/ CABINETS 



T RELAY RACKS 



T LCD ARMS & ASSEMBLIES 





T OPEN RACKS I SERVER FARMS AND DATA CENTERS 




T COMMAND AND CONTROL CENTERS 



TPACS WORKSTATIONS T TRAINING DESKS T MOBILE CARTS 




hergo 8 



888.222.7270 



www.hergo.com 



56-01 55th Avenue, Maspeth, NY 11378 



! 222 7270 I Fax' 888 410 0671 Terms, specifications & appearance are subject to change without prior notice •© 2006 hergo® 



For Data Center 
Maintenance 



July 13, 2007 

Extended Life Expectancy 

Continued from Page 1 



Lightweight Maintenance 

Keeping the dust at bay on racks and 
electronics can be delegated to in-house 
staff as long as they are properly equipped. 
Vacuum cleaners should be industrial ver- 
sions with HEPA filters; all cloths for wip- 
ing down surfaces should be antistatic 
microfiber towels; and cleaning solvents 
should be approved, such as EnviroTek, a 
zero-residue cleaner available through 
Sterile Environment Technologies. 

As much as good cleaning techniques 
can minimize recirculating dust into the air, 
having clean filters within the HVAC sys- 
tem will also help the data center operate 
with better efficiency. Because regular 
HVAC maintenance is imperative to a data 
center, regardless of size, filters are com- 
monly cleaned and changed by HVAC 
technicians. However, if your data center is 
subjected to an inordinate amount of dust 
(such as those in dry, arid environments, 



When To Call In A Pro 



While there is plenty of data center maintenance that can be 
performed in-house, there are also jobs that should be 
outsourced to professionals. 



near construction, or in industrial settings) 
ask your HVAC technician to show in- 
house personnel how to properly change 
filters. Bear in mind, though, that some ser- 
vice-level agreements prohibit this. 

In Case Of Emergency 

Overlooking routine maintenance on 
emergency systems is unfortunately all too 
common. Dedicating time to regularly 
check on backup and environmental moni- 
toring systems can mean the difference 
between minutes and days of downtime in 
the event of an emergency. Much of the 
monitoring and some of the maintenance 
can be performed in-house. 

The first line of defense in a simple 
power outage or fluctuation is the UPS. 
Most UPS systems have a simple light 
installed on the panel for quick visual 
inspection as to the status of the battery. 
Some even emit a high-pitched chirping 
sound, much like a home smoke detector, 
when the unit is no longer functional. 



1 Do It Yourself 


Call In A Pro 1 


UPS maintenance and battery replacement 


Raised and subfloor cleaning and repairs 


HVAC filter replacement (unless prohibited by 


Measuring air quality 


a service-level agreement) 




Rack and cabinet cleaning 


Zinc whisker remediation 


Fuel for backup generators 


Fire suppression system maintenance 
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Standalone UPS units designed for indi- 
vidual racks, servers, or workstations con- 
tain sealed lead-acid batteries, which have 
a three- to five-year lifespan. Although 
changing batteries is a simple process that 
can be completed in-house, keep in mind 
that batteries cannot be disposed of 
through a trash service where they could 
end up in a landfill and instead must be 
properly recycled. 

Along the same line as UPSes, onsite 
generators need to be regularly monitored 
to verify fuel availability. With the dramat- 
ic increase in fuel prices, many facilities 
are falling victim to fuel theft from their 
emergency generators. Fuel reserves should 
be regularly checked to ensure the genera- 
tor will be operational when a need occurs. 
After such an event, data center personnel 
can also be responsible for refueling. 

A fire extinguisher may hang on the wall 
for decades but never be used. That doesn't 
mean it should also be ignored. Larger data 
centers often install comprehensive auto- 
mated fire suppression systems, but many 
smaller enterprises are equipped only with 
smoke alarms and manual extinguishers. 

Similar to monitoring UPSes, in-house 
personnel can be designated to visually 
inspect smoke detectors and fire extinguish- 
ers. Smoke detectors requiring batteries 
should have them replaced once a year. 
Likewise, extinguishers should be moni- 
tored to ensure the pressure is at the recom- 
mended level, can be accessed easily, and is 
free from any physical damage such as rust, 
dents, or leaks. In the event an extinguisher 
is discharged, even briefly, it should be 
inspected and recharged by a professional. 

For data centers that want to take on the 
responsibilities of maintaining as much infra- 
structure as possible, they should first identi- 
fy what facets they can perform themselves 
and what needs to be delegated to profession- 
als. Next, set a schedule as to the frequency 
that maintenance should be performed. And, 



Data Clean 

www.dataclean.com 

Offers a variety of services, including compre- 
hensive cleaning, repair, and maintenance for 
raised floor systems; cable mining; server 
door replacement; post construction cleaning; 
and zinc whisker remediation, along with air- 
borne particle counts and environmental 
analysis 

Media Recovery 

www . m ed ia reco ve ry.com 
Provides cleaning services for raised floor, 
subfloor, equipment, and above ceilings, as 
well as environmental audits and reporting 

Sterile Environment Technologies 

www.set3.com 

Data center cleaning services include sub- 
floor cleaning, repair, and antistatic sealing; 
catalog available for tacky step mats, clean- 
ing chemicals, and equipment 

finally, only assign tasks to personnel trained 
or capable of handling the maintenance. 

Despite the trend to outsource as much 
data center maintenance as possible, small- 
er enterprises often do not have the budget 
to provide for all routine maintenance to be 
done by professionals. By taking the time 
and initiative to perform simpler mainte- 
nance tasks, data centers can both save 
money and ensure a longer useful life of 
equipment. 



SPONSORED LINKS 



Premier Solutions 

Data center cleaning and maintenance 
services and products 

www.Processor.com/PremierSolutions 
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Cruel World 
Out There 



Protect Your SME 
From Outsider Threats 

by Ericka Chickowski 

In the past year or so, the trendy securi- 
ty focus has been on insider threats. And 
while it may be that some organizations 
turn a blind eye to the risks inside their 
organization, they shouldn't turn all of their 
security efforts inward. There is still a clear 
and present danger from threats coming 
from the outside that small to midsized 
enterprises must address. 

The threat landscape has shifted consid- 
erably since the time of worm scares and 
script kiddies. Today's hackers are part of 
an underground economy fueled by data 
theft. The Russian mafia and other orga- 
nized networks are using hacking tech- 
niques to raid corporate and consumer sys- 
tems of personally identifiable information 
to create massive stores of credit card 
numbers, Social Security numbers, and the 
like to perpetuate a stream of identity 
thefts. These criminals often take over 
unprotected systems and add these zombie 
machines to their expansive bot networks 
that can carry out illicit activities under the 
radar of information security groups and 
law enforcement. 

"The underground economy isn't new by 
any means, but there is an established order 
now," says Alfred Hager, vice president of 
engineering for Symantec Security Response 
(www.Processor.com/SymantecCorp). "It' s 
like a market economy. It's very varied, and 
it's highly organized." 

A recent report by Hager' s team at 
Symantec pointed out that this criminal 
activity has matured to the point that there 
is a full-blown supply chain for those who 
wish to steal identities. Hackers on the 
ground level harvest identifiable informa- 
tion and act as stolen data "vendors" for 
those who wish to buy it. The next group of 
customers buys the data wholesale and 
processes and sifts through it to link credit 
card numbers, addresses, and the like to 
have all of the necessary information right 
in front of them. This group then sells this 
processed information to those who wish to 
take the risk to do the dirty work. 

The illicit market has stabilized, so now 
there is even a standardized price for an 
identity: Symantec reports that the average 
price of an identity package, including a 
Social Security number, bank account in- 
formation, name, date of birth, and credit 
card information, is between $14 and $16. 

As businesspeople, these hackers are 
constantly on the lookout for better ways to 
carry out their work. This should scare the 



typical IT worker because the easiest way 
for these criminals to build their businesses 
is to target legitimate businesses. 

Businesses often have large repositories 
of juicy information ripe for theft, such as 



between the release of a software patch and 
an attack has been slammed shut," says 
Marc Maiffret, eEye Digital's (www 
.Processor.com/eEyeDigital) founder and 
CTO. "More zero-day security vulnerabili- 
ties and attacks are being discovered every 
day, and dealing with them can easily dom- 
inate an enterprise's IT efforts." 

Many zero-day vulnerabilities can be 
mitigated before a patch is available by 
changing network or system settings and 
configurations. The trick is having the 
intelligence in time to make these changes 
before being attacked. This is why it is crit- 
ical for SMEs to find some source of 
actionable intelligence to protect them- 




customer lists, partner information, and 
employee information. Many times these 
data stores are not protected, and the hack- 
ers know this. Their goal is to steal as 
much information as possible without 
being detected. As a result, IT administra- 
tors now must look for sneakier attacks. 
This is in contrast to the splashy attacks of 
yesteryear that were designed simply to 
knock out company systems. 

The following are some of the biggest 
outside threats SMEs should be addressing. 

Zero-Day Threats 

One of the ways many hackers are able 
to stay ahead of security protections is to 
target vulnerabilities in software that the 
vendor has not yet addressed or even found 
and attack these weaknesses to gain access 
to systems. Until the vendor is able to pro- 
vide a patch or even warn its customers 
about these "zero-day vulnerabilities," the 
user is at risk. 

"The increasing proliferation of zero-day 
vulnerabilities means the previous window 
of opportunity IT had to secure networks 



selves from these attacks. Organizations 
such as eEye Digital, Symantec, and 
Verisign's iDefense Labs (www.Processor 
.com/Veri) provide a range of products and 
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itself. In-house programs are becoming 
the attack vector du jour as hackers begin 
to see how easy it is to bypass home- 
brewed applications through buffer over- 
flow, cross-site scripting, and similar 
attacks in order to gain access to an enter- 
prise's systems. 

One of the most popular groups of pro- 
grams in-house programming teams create 
is the Web application, often used to create 
portals to certain data stores for customers, 
employees, or partners to access the infor- 
mation they need through the Web. Un- 
fortunately, if these programs are built 
without security from the outset, they also 
provide an easy way for hackers to gain 
access to the same information and maybe 
even more. 

"The use of Web-based applications 
forces us to essentially poke holes in the 
perimeter for information flow from our 
Web applications to our customers in back, 
so the whole concept of a perimeter starts 
to get a little fuzzy. At the same time, threat 
trend data began suggesting that those that 
are interested in unauthorized access in the 
network are looking for vulnerabilities else- 
where — and the most likely targets are 
Web applications," says Jim Routh, chief 
information security officer for financial 
firm DTCC (Depository Trust and Clearing 
Corp.). "This is where a host of vulnerabili- 
ties is likely to exist because from an indus- 
try perspective, we didn't put a whole lot of 
thought into things like buffer overflows 
and cross-site scripting, and we also made 
the assumption we could keep people out of 
our networks." 

Routh believes the only way to address 
this risk is to train programmers how to 
code securely and to provide them with the 
right tools to scan their code for security 
problems before bringing programs into a 
production environment. Security coding 
products include SPI Dynamics' Web- 
Inspect (www.spidynamics.com), Watch- 
fire AppScan (www.Processor.com/Watch 
fire), and Fortify Software's Source Code 
Analysis (www.fortify.com). 

Old-Fashioned Threats 

Don't forget hackers use other ways to 
obtain information. One is to physically get 



The major difficulty SMEs have today is that 
malware creators are making these malicious 
programs increasingly difficult to detect. 



Outsider Security Threats 



I Security Threat 


What To Do I 


Zero-Day Attacks 


Find a source of information about zero-day vulnerabilities to 
apply third-party patches or reconfigure systems to mitigate the 
risk until an official patch is available. 


Sneaky Blended Attacks 


Employ a layered system of anti-malware protections that block a 
whole host of attacks. 


Web Application Attacks 


Train programmers in security and provide them with the right 
code scanning utilities. 


Old-Fashioned Attacks 


Encrypt laptops and create mobile device policies that lessen the 
risk of loss or theft of devices. 



services designed to protect against such 
attacks. 

Stealthy Blended Attacks 

According to a recent survey conducted 
by the security firm Webroot (www. Pro 
cessor.com/Webroot-Co), more than 40% 
of companies worldwide reported business 
disruptions due to malware. The study also 
found 39% of companies reported Trojan 
horse attacks, 24% reported system moni- 
tor attacks, and 20% reported pharming 
and key logger attacks. In addition, 26% of 
businesses reported that confidential infor- 
mation was compromised as a result of 
spy ware. 

The major difficulty SMEs have today is 
that malware creators are making these 
malicious programs increasingly difficult to 
detect, and they are combining different 
types of malware to create very effective 
blended attacks. As a result, SMEs must 
use a range of anti-malware programs to 
protect themselves. The defensive arsenal 
should include antivirus, antispyware, and 
rootkit detection. Vendors in this arena 
include Trend Micro (www.Processor.com 
/TrendMicro), Webroot, McAfee (www 
.Processor.com/MFE), and Symantec. 

Web Application Attacks 

One of the most dangerous risks in the 
IT environment is created by the IT team 



their hands on it. According to Symantec, 
the primary cause of data breaches that 
could facilitate identity theft was the theft 
or loss of a computer or other medium on 
which the data was stored or transmitted. 
SMEs should remember that a sound 
mobile device policy combined with the 
use of encryption can go a long way toward 
preventing theft of laptops and devices and 
preventing access to information once a 
theft occurs. 



SPONSORED LINKS 



eEye Digital Security Retina Network 
Security Scanner 

A vulnerability assessment solution that identifies 
known network security vulnerabilities and 
assists in prioritizing threats for remediation 

www.Processor.com/eEye 

McAfee Total Protection 
for Enterprise 

The industry's first truly integrated system 
security solution; delivers comprehensive 
protection without compromise 

www.Processor.com/McAfee 

Trend Micro InterScan 
Gateway Appliance 

This secure content management appliance 
delivers all-in-one, comprehensive protection 
against security threats at the Internet gateway, 
before they can damage your network 

www.Processor.com/lnterScan 
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Dealing With Phishing, 
Pharming & Spam 



How Can Your SME 
Fight Back? 

by Robyn Weisman 
• • • 

Spam has been around for so long that 
the average IT manager frequently forgets 
that the name was coined for a processed 
meat product that is celebrating its 70th 
anniversary. Phishing has been a fact of 
online life for a while now, as well, while 
pharming is another cute term for another 
online exploitation tactic, says Andrew 
Jaquith, program manager of security 
research at The Yankee Group. 

Despite the advances made in filters, 
security appliances, and the like, miscreants 
seem to be able to keep a step or two ahead 
of security product developers. "The prima- 
ry reason is that these types of threats are 
driven by monetary gain," says Chris 
Simmons, director of product management 
at security appliance manufacturer Fortinet 
(www.Processor.com/Fortinet-Inc). "The 
techniques the 'bad guys' use, particularly 
social engineering, have not fundamentally 
changed but have simply become more 
focused in attempts to deceive recipients 
into believing the message is legitimate." 



Like Chocolate & 
Peanut Butter 

Over the last year 
or two, spamming and 
phishing have become 
increasingly intertwined, 
says Jaquith. Unlike the 
spam of his "youth," 
today's spam has become 
increasingly customized — 
so much so that an end 
user might receive a spoof 
email that is seemingly 
from someone he knows 
and trusts that asks him 
to click a link to see a new 
product or Web site, Jaquith 
says. 

Jaquith says the so-called 
bad guys can subscribe to a ser- 
vice such as ZoomInfo.com or 
another business information search engine 
for a relatively small fee and see how users 
are linked to one another. The emails pass 
through normal spam filters and appear to 
come from trusted sources, when in fact 
these emails are designed to get users to go 
to phishing sites, where they either inadver- 
tently download malware that attacks their 




Phishing, Pharming & Spam Security Threats 



Social engineering is one means attackers use to successfully pull off spam, 
phishing, and pharming attacks. Blane Warrene, an independent industry analyst, 
says that these "schemes are what keeps a lot of the profit to the 'bad guys' flow- 
ing. We have to continuously stream education on how to avoid and evade threats 
that end up in our staff and customer's inboxes." In addition to educating users, 
here are some other ideas for what actions you can take when faced with security 
threats. 



Security Threat What To Do 



Phishing 



Pharming 



Spam 



Check all links provided in emails. If you access a given Web site regularly, 
make sure you type the address directly to ensure you are going to a legiti- 
mate Web site, says Warrene. 

"Antivirus, IPS [intrusion prevention systems], and Web filtering are all use- 
ful security technologies for combating pharming," says Fortinet's (www 
Processor.com/Fortinet-lnc) Chris Simmons. "Antivirus software will detect 
malware payloads. IPS can detect cross-site scripting and other attempts 
to redirect traffic. And Web filtering will be able to block known malicious 
sites so the user doesn't enter their personal information." 

Warrene recommends good spam filtering at the mail gateway level with 
additional filtering available to end users. "Train end users to carefully 
choose what e-newsletters they subscribe to and scrutinize the privacy and 
opt-out policies of Web sites they give their email address to." 



computer and infects other PCs or log in 
confidential information, such as passwords. 

If you think that this can't happen to you, 
Jaquith points to several high-profile cases of 
seemingly legitimate Web sites being 
hijacked, including phishing emails that were 
purportedly from the Better Business Bureau 
and the Web site for the Miami Dolphins sta- 
dium, the site of this year's Super Bowl, dur- 
ing Super Bowl weekend. 

Improving Security Tools 

When asked what Fortinet is doing to 
improve the effectiveness of its security 
tools, Simmons says that research is key. 
"We have a large staff of security researchers 
devoted to understanding new threat tech- 
niques and their inner workings. They then 
turn that knowledge into protection capabili- 
ties in our security products," he explains. 

This research has led to Fortinet's 
FortiGate multithreat security solutions for 
protection against multiple and blended 
threats, be they malware or a network-based 
vulnerability. Meanwhile, the company's 
FortiMail email security device acts as a 
front-end message transfer agent to relieve 
other email infrastructures' workload, in 
transparent mode to install with minimal 
changes to the environment. "It can even act 
as the mail server for organizations who do 
not currently have an email infrastructure," 
Simmons says. 

According to Simmons, a multipronged 
approach that includes network perimeter, 
network core, network-access layer, and 
endpoint security products offers the highest 
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level of protection for larger small to mid- 
sized enterprises. For smaller organizations, 
perimeter and endpoint security should be 
the primary focus areas, Simmons adds. 

Like Chocolate & Peanut Butter (Part 2) 

Independent industry analyst Blane 
Warrene has spent nearly 20 years designing 
and maintaining networks primarily for 
financial services companies, and he believes 
in using hardware at the network level and 
distributing compatible security software 
at the end-user device level. "Don't 
forget to protect mobile devices 
in your scenario, as that is 
often a weak link." 

Warrene' s personal fa- 
vorites for network-level 
security hardware include 
devices manufactured by 
Sophos (www. Processor 
.com/Sophosl), SonicWall 
(www.Processor.com/Sonic 
WALL), and Barracuda 
Networks (www. Processor 
.com/Barracuda) because they 
provide multilevel protection 
against threats and support remote- 
access users. Moreover, they come 
with management software. 

For end-user computers and 
mobile devices, Warrene says soft- 
ware from Sophos and F-Secure 
(www.Processor.com/FSecure) is particu- 
larly effective. At the same time, Warrene 
does point out that options are available for 
outsourcing email altogether. Such options 
include those from Live Office (www. live 
office.com), Microsoft Hosted Exchange 
(www.microsoft.com), and AppRiver 
(www . Proces sor . com/ AppRiver) . 

"We have a few hundred users in the 
field and have outsourced the email service 
for those folks, including spam and A/V fil- 
tering, data storage, and data backup," 
Warrene says. "There are vendors that eat, 
sleep, and breathe malware prevention. I 
am sure they know better than I how to 
secure our mail servers optimally." 

Finally, Yankee Group analyst Jaquith 
says the emergence of new technology for 
the Web offers users visual feedback about 
whether a given Web site or page is legiti- 
mate. For example, Microsoft's Internet 
Explorer 7 and Mozilla Firefox 2 each 
include antiphishing toolbars that glow 
green when a vendor has an extended vali- 
dation certificate and red when it doesn't. 
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Intego Internet Security Barrier X4 

Keeps Mac OS X and Windows safe from hack- 
ers, vandals, spyware, spam, and phishing 

www.Processor.com/SecurityBarrier 

McAfee Total Protection for Enterprise 

The industry's first truly integrated system 
security solution; delivers comprehensive 
protection without compromise 

www.Processor.com/McAfee 



We've Changed 
Have You Noticed? 

If you're in the market for data center equipment, 
you need to make Processor.com your first stop. 

All with JUST ONE CLICK! 

Go Online To: Processor.com today! 
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VISTA Data Center Capacity 
Management 

Aperture Releases A Software Add-on To Measure 
Consumption & Forecast Needs 



Data center managers have their work 
cut out for them when it comes to plan- 
ning for requirements in floor space, rack 
space, power, and cooling. The amount of 
time required to acquire new capacity for 
a data center can be excessive, and there- 
fore planning is crucial for preventing 
outages and continuing to deliver services 
without overburdening existing resources. 

Capacity management and planning is 
important to organizations because of the 
potential for saving money by increasing 
the efficiency of their operations. If there 
is too much capacity available to the data 
center, expenditures and maintenance will 
be too high. If there is not enough capaci- 
ty to the data center, outages may occur 
and downtime can result, which is also 
costly. Not having enough capacity can 
also delay the implementation of new sys- 
tems and cause schedule problems or fail- 
ure to meet service level agreements. 

Aperture, which specializes in software 
for managing data centers' physical infra- 
structure, has released a new software 
plug-in for its VISTA product, which is a 
complete data center infrastructure re- 
source management system. Data center 
managers can now take a proactive stance 
toward capacity planning because the soft- 
ware gives them the ability to forecast the 
needs of the data center well in advance. 

By taking advantage of the usage fore- 
casting capabilities of the VISTA software, 



users can also save money by avoiding 
hazards such as the need for temporary 
solutions to capacity shortages (leasing 
space at another facility, for instance). 
They can forecast when key data center 
resources will run out, so they can plan 
ahead and minimize or prevent disruptions. 
In addition to forecasting future needs 
based on historical usage, users also have 
the ability to model planned projects and 
see their potential impact on existing infra- 
structure. Users can also allocate capacity 
within the data center to configurable units 
for budgeting purposes, which gives an 
added degree of flexibility. 

VISTA is the first full-function capacity 
management tool. Developed with input 
from Aperture's Fortune 100 customers, it 
lets data centers adapt quickly to changing 
demands and run more efficiently. 



Aperture Technologies VISTA 
Capacity Management 



Starts around $30,000 

Helps data center managers track and manage 
capacity at greater levels of detail 



(203) 357-0800 

www.Processor.com/ApertureVISTA 

O Aperture' Changing the Way Companies Run Their Data Centers 



Get A Clear Wireless Signal 

MetaGeek Wi-Spy 2.4x Helps Troubleshoot Interference 



The 2.4GHz band is getting crowded, so 
you need to be able to discern ever-smaller 
gaps in the noise. That's why MetaGeek 
developed the Wi-Spy 2.4x— a 2.4GHz 
spectrum analyzer with an external, SMA- 
compatible antenna and nine times the reso- 
lution of the original Wi-Spy. 




MetaGeek's new Chanalyzer 2.1 software offers improved 
graphics and more powerful controls. 

Wi-Spy is the world's smallest 2.4GHz 
spectrum analyzer. It's so small (and inex- 
pensive) because it harnesses the process- 
ing power of the computer you already 
own. Wi-Spy is perfect for troubleshooting 
interference from many devices, including 
Wi-Fi (802.11b/g/n), microwave ovens, 
cordless phones, and other Zigbee and 
Bluetooth devices. 

With the addition of a reverse-polarity 
SMA adapter, Wi-Spy 2.4x offers the addi- 
tional functionality and accuracy of adding 
an external antenna. The Wi-Spy 2.4x 
ships with a powerful little antenna, but it's 
a snap to add any RP-SMA-compatible 
antenna you choose. 



MetaGeek's new Chanalyzer 2.1 soft- 
ware features improved graphics; powerful 
new play-through controls; and an even 
friendlier user interface that presents a more 
clear and concise view of your wireless 
landscape. Chanalyzer 2.1 supports both 
the original Wi-Spy and Wi-Spy 2.4x. 

Combined with the Wi-Spy spec- 
trum analyzer, Chanalyzer will 
help you visualize, troubleshoot, 
and optimize your wireless network 
at the office or on the road. 
Use Wi-Spy if: 

• You deploy and maintain Wi-Fi 
networks (it' s perfect for inde- 
pendent wireless consultants) 

• Your Wi-Fi has intermittent 
bandwidth problems 

• The microwave interferes with 
your Wi-Fi network 

• Your network connection drops 
when the phone rings 



MetaGeek Wi-Spy 2.4x 



$399 



A 2.4GHz spectrum analyzer designed for trou- 
bleshooting interference from Wi-Fi (802.1 1 b/g/n), 
microwave ovens, cordless phones, and other 
Zigbee and Bluetooth devices 

(888) 489-1596 

www.Processor.com/WiSpy 
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ETASIS ELECTRONICS CORPORATION 



PS2 Type Switch Power Supply 

EPAP-750/850 



* 750 / 850 Watts Output Power 
X High Efficiency more than 80% 
X ATX12V/EPS12V Application 
X For PS2 Pedestal System 
X Over Temperature Protection 



AGENCY REQUIREMENTS 

• Harmonic: Meet EN61 000-3-2 standards 

• EMI/RFI: CE, FCC class B, BSMI and 
CISPR class B 

• Safety: UL, cUL, CB, CE, TUV, MEMKO 

GENERAL SPECIFICATIONS 

• Input Voltage Range 100 to 240VAC 

• Input Frequency Range 100 to 240VAC 

• Power Factor: > 0.96 at full load 

• Power Good Signal: 100 to 500ms,TTL 
Signal 

• PSON (Remote ON/OFF): TTL Signal 

• Operating Temperature: to 50°C 




FEATURES 

• Meet ATX1 2V / EPS1 2V Compatibility 

• Automatic Thermal Control Configuration 

• Universal AC Power Input 

• Active Power Factor Correction (PFC) 

• OVP (Over Voltage Protection) 

• OCP (Over Current Protection) 

• OTP (Over Temperature Protection) 

• OPP (Over Power Protection) 

• SCP (Short Circuit Protection) 

• Serial-ATA Connectors for SATA Devices 

• Two PCI Express Connectors 

• MTBF> 100,000 Hours 

• 3 Years Warranty 



APPLICATION 

• Rackmount 

• Server 



PROCESSORS 

• Xeon 



• Industrial PC 

• Workstation 



Pentium 4 ID 




ETASIS 

ELECTRONICS 

There's only one standard 71 



1 8549 Gale Ave 
Rowland Heights, CA 91748 
Phone: (510) 490-4080 
Fax: (510) 490-4087 
www . etas i s . co m . tw 




Disappointed with a lack of performance in your 
current iSCSI or Fibre Channel-based storage? iStor 1 
Networks, Inc. is in a class of its own, providing the 
System 2 Solution high -performance iSCSI IP Storage. 

iStor Delivers iSCSI 

iStor found inspiration when it created the highest performance, up to 1 1 60 MB/s, 
and most robust iSCSI products. The resulting solutions provide companies with 
the ability to overcome technology and total cost of ownership limitations in DAS, 
SAN, and NAS environments. 

The System 

Fully-integrated GigaStorATX IGbE and lOGbE controllers 
conform to the ATX form factor specifications, providing a 
cost-effective performance-based iSCSI Storage System. 

The Solution 

For VAR's and System Integrators that require a vendor-pro- 
vided enclosure, iStor offers the iS325 Solution. The iS325 
includes the GigaStorATX System supporting eight ports of 
GbE or a single iOGbE for iSCSI connection, with capacity 
for up to 1 5 customer-supplied high-capacity sATA drives. 

When it comes to high-performance, feature-rich, and 
cost-effective iSCSI RAID storage, iStor Networks solutions 
should be on your evaluation short list, 
iStor offers you the balance of price and 
performance that makes iSCSI IP Storage an 
obvious "YHS" decision 
for organizations of all 
sizes or sophistication. 




GigaStorATX 



iS325 



Currently Enrolling 

/ Stor- in Abled™ 

Partner Program 
Contact iStor at info@istor.com 




©2007 iSUir Networks, trie:, iSlur NtHworks. Inc. is <i nugfttwed tauuViiurfc. rim I lhe iStor Network- biju.ind C,i^,iSk>rAi.\ 

are trademarks of IStor Networks, iiv. Photo courtesy of QuterilmMs < Mfchore Poweiboats All rights npwr\i«i worldwide. 



z'Stor Networks, Inc * 
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Network Infrastructure Survival 

CPI's N-Series TeraFrame™ Network Cabinet Designed To Meet 
Cisco's Third-Party Specifications For 6500 & 9500 Switches 



The N-Series TeraFrame™ 

Network Cabinet from Chats- 
worth Products Inc. (CPI) is 
engineered to solve thermal 
challenges associated with net- 
work switches using side-to- 
side airflow in a hot aisle/cold 
aisle layout. By employing CPI 
Passive Cooling™ Solutions, 
the N-Series TeraFrame serves 
as a complete and cost-effec- 
tive solution for high-density 
applications, involving no active compo- 
nents to increase energy and maintenance 
costs or compromise redundancy, while 
decreasing total cost of ownership. 

When deploying switches with side-to- 
side airflow, the N-Series TeraFrame can 
be equipped with CPI's Network Switch 
Exhaust Duct. The exhaust duct removes 
hot air by isolating and redirecting it out 
the back of the cabinet and into the hot 
aisle, minimizing hot air recirculation and 
essentially converting side-to-side airflow 
into a front-to-rear airflow pattern. By 
running the entire height of the cabinet, 
one Network Switch Exhaust Duct can 
support exhaust for up to three network 
switches and provides freedom to orga- 
nize and move equipment as needed. 

Available in 10 heights and 11 depths, 
the N-Series TeraFrame offers the most 
comprehensive choice for supporting net- 
work switches inside enclosures, while 
also presenting advanced cabling solutions. 

Remove hot exhaust air. Isolate and 
redirect exhaust air into the hot aisle. 




Maximize energy efficiency. 

CPI Passive Cooling Solutions 
involve no active components 
and decrease TCO. 

Supports hot aisle/cold aisle 
layout. Proper room design and 
airflow management allows net- 
work and server cabinets to sit 
next to one another. 

Extra cable capacity. Offset 
doors and side panels provide 
more interior space. 
Easy cable access. Cables route around 
the frame for easy access. 

Simple RMU organization. Cable 
guides and management spools divide and 
organize cables. 

CPI's N-Series TeraFrame meets third- 
party specifications for Cisco® 6500 and 
9500 switches and provides the ultimate 
network cabinet solution. To personalize 
the N-Series TeraFrame, go to www.chats 
worth, com/configurator . 



CPI N-Series TeraFrame 
Network Cabinet 



A network cabinet designed with airflow and 
temperature control considerations in mind 

(800) 834-4969 

www.Processor.com/TeraFrame 
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Advanced Single-Instance 
Storage Deduplication 

NetApp's A-SIS Helps SMEs Reduce Storage Costs 



Mention the word data repli- 
cation, and most IT staff will 
know what you mean. However, 
if you ask what deduplication 
means, you'll probably get a 
blank stare. In the storage 
world, it means looking for 
duplicate data and eliminating 
it. Network Appliance's A-SIS 
(Advanced Single-Instance 
Storage) does just that. 

The product has been around 
for almost two years as a part of 
Symantec's NetBackup prod- 
uct. Now you can get it with 
any NetApp FAS or NearStore 
R200 storage system. This soft- 
ware runs in the background and has a 
negligible effect on the overall perfor- 
mance of the system. 

Deciding whether this product will work 
for you depends on how you use your stor- 
age system. In the case of backups, it is 
highly likely that much of the data saved 
in a backup operation is identical to that in 
a previous backup. This type of scenario is 
perfect for deduplication and will result in 
significant savings. 

In nonbackup applications the probability 
of recurring data is not as high but may still 
contain a significant amount of redundant 
data. The key to optimizing this type of sit- 
uation is the granularity or size of the data 
objects that the system examines. NetApp 
A-SIS uses a high degree of granularity and 




a digital signature approach to 
identifying duplicated objects. 

One key advantage of the A- 
SIS software is the tight integra- 
tion with NetApp's Data ON- 
TAP storage management soft- 
ware and its proprietary WAFL 
(Write Anywhere File Layout) 
storage virtualization technology. 
A-SIS can perform in the most 
efficient manner without adding 
any significant overhead to the 
file storage and retrieval process. 

Enabling A-SIS requires only 
a single command line instruc- 
tion on the supported storage 
systems. Once enabled, the 
process runs in the background to free up 
redundant areas on the file system. 



Network Appliance A-SIS 



Included at no charge on all NearStore on FAS 
and NearStore R200 systems 

Handles the task of removing duplicate data on 
a storage system to reduce overall capacity 
requirements 



(408) 822-6000 
www.Processor.com/NetApp2 
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Restore and Maintain 
Peak Performance 



Seven things you need to 
know about fragmentation 
- a special report 

You know the importance of maintaining 
system performance and reliability. Your 
team is the one called to the rescue when 
systems crash, slow down or freeze. Many of 
these issues stem from a single, hidden 
source; disk fragmentation. 

1. Reliability issues commonly traced 
to disk fragmentation: 

Crashes and system hangs/ freezes; slow 
boot times and boot failures: slow back up 
times and aborted backup; file corruption 
and data loss; errors in programs; cache 
issues; hard drive failures. 

2. The weak link in today's computers: 

A computer is only as fast as its slowest 
component. The disk drive is by far the 
slowest of the three main components of 
your computer: CPU, memory and disk. 

3. Is automatic depigmentation 
needed in today's environment? 

More than everf Large disks, multimedia 
files, applications, operating systems, 
system up-dates, vims signatures — all dra- 
matically increase the rate of fragmentation. 
Fragmentation increases the time to access 
files for all common system activities. 

4. Increased server uptime: 

Fragmentation can cripple server perform- 
ance resulting in downtime and lost pro- 
duction. Diskeeper can easily and safely 
be used on your servers including: file and 
print, web, domain controllers, SQL, 
Exchange, and any other database or 
application servers. 



5. Virtualization and fragmentation: 

Server virtualization can be used to reduce 
the number of physical systems for more 
efficient CPU utilization. However, the 
disk subsystem must now account for 
increased disk I/O. Fragmentation is the 
primary cause of unnecessary I/O 
overhead. Dcfragmentation is more impor- 
tant than ever for maximum performance. 

6. Hidden scheduled defrag costs: 

Scheduled defragmentation is not "free" 
— it has heavy hidden costs, such as IT 
time to set and monitor defrag for every 
system. This results in either staying after 
hours to defrag, giving the users adminis- 
trator privileges, break-fix handlings, or 
more often no defrag whatsoever. 

7. How do I find out how much 
fragmentation I have? 

Download a free trial of new Diskeeper 
2007 at: 

www. diskeeper. com/ProO 7 

Install it, select a volume, select Analyze 
and view the report. 

Every system you manage needs Diskeeper 
for enhanced tile system performance — 
automatically 

Diskeeper 

Enhancing File System Performance 2007 
—Automatically™ 

Special Offer - 

Try Diskeeper 2007 FREE for 45 days! 
Download: www.diskeeper.com/pro07 

Note: 45 -day trial ware is only available at the above link 

Volume licensing and Government / Education dis- 
counts are available from your favorite reseller or 
call 800-829-6468 code 4399 



Diskeeper 
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VPC3106 

www.pulizzi.com/vpc 

VPC2864-1 

www.pulizzi.com/vpc 

VPC2864-A1 

www.pulizzi.com/vpc 



Three 
Phase Power 
Distribution 



Same Day Shipping 
On In Stock Power u 
Distribution Units N * w High 

(Orders placed by 12 PM Central) POWBRl 
www.pulizzi.com/stock 





Three phase input - up to 72 
amps single phase power! 

Current meter allows phase 
balancing/full loading 

Vertical strip requires no 
rack space - "0"U mounting! 



■ 1 • High power maximum density 



120 volt and 208 volt 
configuration 

PULIZZI 

1-877-PULIZZI 

(785-4994) 
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PHYSICAL 



Cable Distribution 

■ A cable raceway system from Panduit 
preserves electrical grounding throughout, 
thanks to a patent-pending way to bond the 
metal channels and fittings. The result is 
greater electrical safety. The PMR5 and 
PMR7 Metal Raceway System features 
one-piece channels in almond or white. It 
can be attached with a variety of fasteners, 
not just with flathead screws. 

Power Distribution 

■ The Sentry Modular Cabinet Power 
Distribution Unit lineup from Server 
Technology can split one or two 3-phase 
inputs (208V, 30/60A or 400V, 32A) into 
single-phase power through modular Basic 
CDUs with LED load indicators. A secure 
Web interface allows monitoring of humidi- 
ty, temperature, current, and power stats with 
email alert and SNMP alarm capabilities. 



COMMUNICATIONS 



Network & Systems Management 

■ Net Optics introduced the iBypass Switch 
with Heartbeat, an in-line bypass switch 
designed to help address network security 
concerns. The iBypass Switch lets users 
engage bypass mode during planned outages 
for appliance maintenance, repair, and 
removal and during unplanned outages, such 
as during a power outage or device failure. 
The iBypass Switch lets users view reports 
on network utilization, physical layer statis- 
tics, link activity, and power status. The unit 
also counts bytes, individual packets, and 
under- and oversized packets and monitors 
packet collisions, packet loss, transmission 



latency, and errors identified by cyclic 
redundancy checks. Heartbeat is a feature of 
the iBypass Switch that sends packets con- 
tinually to the IPS (intrusion prevention sys- 
tem) appliance. If the packet doesn't go 
through, the unit reroutes traffic away from 
the IPS directly through the Bypass Switch. 
The iBypass Switch is available in copper or 
fiber varieties. 

Security 

■ 8e6 Technologies introduced Intelligent 
Footprint Technology for the R3000 
Internet Filter and the 8e6 ProxyB locker to 
prevent anonymous proxy use in school 
districts. Intelligent Footprint Technology 
includes a proxy pattern detection feature 
that allows school districts to identify the 
use of anonymous proxies and block access 
to inappropriate and unauthorized sites. 
The R3000 Internet Filter is able to block 
uncategorized sites based on signature files 
in the 8e6 database. The 8e6 ProxyBlocker 
is a dedicated appliance designed to supple- 
ment existing URL filtering and protect 
against the use of Web-based proxies and 
anonymizers, instant messaging, and peer- 
to-peer networks. 



■ Catbird Security announced Catbird V- 
Agent, a virtual appliance that is VMware- 
certified and can provide hacker protection 
to virtual networks. The Catbird V- Agent 
features rogue virtual device monitoring, 
Intrusion Prevention Systems, Intrusion 
Detection Systems, security compliance, and 
vulnerability monitoring to servers running 
multiple virtual machines based on 
VMware. The Catbird V- Agent can monitor 
virtual segments within a host, as well as 
physical network segments connected to the 
host. Catbird's stateless architecture is 



plug-and-play compatible for virtualized 
environments. Security data is also main- 
tained when Catbird V-Agents are shut 
down or redeployed. V-Agents can track 
guests while providing security protection 
for virtual networks and the external net- 
work itself. 



■ Layer 7 Technologies has announced a 
virtual appliance designed for virtualized 
data center environments and SOAs. The 
Layer 7 Technologies SecureSpan XML 
Firewall is a virtual soft-appliance that has 
the same basic features as Layer 7 
Technologies' SecureSpan XML Firewall 
hardware appliance. It lets companies 
deploy SO A security appliances on com- 
modity server hardware and VMware virtu- 
alized computing platforms. It supports cre- 
ating identical XML Firewall hardware 
appliance functions on multiple servers 
running VMware Player, VMware Server, 
or VMware ESX. It features real-time 
download and deployment, multitenant data 
center environment support, full clustering, 
utility computing over shared servers, and 
compatibility with Layer 7 Technologies' 
SecureSpan hardware appliances. 



■ Palo Alto Networks has launched its 
first product, a next-generation firewall 
based on AppID application classification 
technologies. With the Palo Alto Networks 
PA-4000 Series firewalls, companies can 
take advantage of total visibility and policy 
control for application traffic coming both 
in and out of the network. It supports all 
ports and protocols, as well as SSL encryp- 
tion technology. The PA-4000 Series offers 
policy control for application access and 
usage. It can identify more than 400 appli- 
cations and protocols, including social 



networking, SaaS, IM, soft phones, Web 
mail, and P2P. Products in the PA-4000 
Series include the PA-4050 ($60,000), with 
up to lOGbps throughput, and the PA-4020 
($35,000), with up to 2Gbps throughput. 

Telephony 

■ 3CX released the Enterprise edition of its 
3CX Phone System, a Windows-based IP 
PBX that can replace a proprietary PABX 
(private automatic branch exchange). The 
3CX Phone System is compatible with a 
range of SIP phones, VoIP Gateways, and 
SIP-based providers. The Enterprise edition 
implements enterprise telephony features 
such as Call Queuing and Exchange 2007 
integration. The Call Queuing feature 
allows companies to hold callers in a queue 
while agents answer calls. Agents are able 
to log in and out to queues from Windows 
to see the exact number of callers in the 
queue. 3CX Phone System can integrate 
with Exchange 2007 to utilize the Unified 
Messaging Server as a voicemail server. 



■ Polycom's SpectraLink NetLink e340, 
h340, and i640 Wi-Fi telephone handsets are 
prevalidated for FIPS (Federal Information 
Processing Standards) 140-2 Level 2 securi- 
ty. The phones are listed on the NIST 
(National Institute of Standards and 
Technology) prevalidation list. Other 
Polycom products on the prevalidation list 
include Polycom VSX video products and 
MGC/MGC+ unified conferencing voice and 
video bridges. The Wi-Fi handsets are avail- 
able at prices ranging from $449 to $699. 

Wireless 

■ Radio Frequency Systems has rolled out 
what it calls the first phase in a new WINS 
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Is Your Network Up To 
Today's Challenges? 

A10 Networks Products Are Designed To Help You 
Improve Application Performance & Minimize Risks 



Security. Reliability. Availability. 

Today's networks demand those things 
and more, which is the idea behind two of 
A 10 Networks' flagship products: the AX 
Series and the IDsentrie. 

AX Series For Application Acceleration 

The AX Series, which recently won the 
distinctive Best of Interop Las Vegas and 
Best of Interop Tokyo awards, is the indus- 
try's best price/performing application 
acceleration switch, helping organizations 
of all sizes maximize application perfor- 
mance and availability. The AX Series is a 
next-generation server load balancer with 
an ACOS (Advanced Core Operating 
System) that is revolutionary by market 
standards for its multi-CPU architecture 
built from the ground up that leaps the 
competition in terms of performance, scala- 
bility and reliability. In addition, the AX 
Series' aRule advanced scripting technology 
allows for the customization of policies and 
features, without sacrificing performance. 

The AX Series includes: 

• Revolutionary ACOS (Advanced Core 
Operating System) that leverages mod- 
ern system architectures 

• Tuned for multiple CPUs and cores 

• aRule policy editor allows for cus- 
tomization of features without sacrific- 
ing performance 



• Industry's best SSL acceleration and L4- 
7 acceleration 

• Supports IPv4 and IPv6 

• Industry- standard command-line inter- 
face and easy-to-use GUI 

• High-performance switch/route ASIC, 
SSL acceleration ASIC, and AlO's 
Flexible Traffic ASIC 

• Carrier-grade hardware components in 
all models 



• Ensures application availability for legit- 
imate traffic during malicious attacks 

IDsentrie For Network Identity Management 

IDsentrie is the industry's first network 
identity management appliance with instant 
user identity resolution, which helps organi- 
zations of all sizes save time and minimize 
risk by resolving security issues faster. 
IDsentrie is built on a flexible, virtual direc- 
tory model for rapid integration with exist- 
ing network infrastructure and support for a 
variety of popular data stores to simplify 





The AX Series application acceleration switch can make 
users' application responses up to 8 times faster. 



Key benefits include: 

• Improved user application response 
times by up to 8 times 

• Five 9s reliability for accelerated apps 

• The best price-performance per watt in a 
compact 2U form factor 

• The ability to scale server farm capacity 
by up to 10 times with advanced server 
load balancing 

• Protects application servers from DoS 
and protocol anomaly attacks with line 
rate performance 



The IDsentrie appliance offers integrated features 
to simplify identity and access management. 

complex user resource management, and 
authentication and access issues. 

IP-to-ID Service for instant identity 
resolution: Offers the unique ability to 
instantly correlate an IP or MAC address 
to a user identity, allowing IT personnel 
to immediately take corrective action on 
security issues. 
User Self-Help Service for password 
and account management: Allows end 
users to reset passwords and update 
account information without the need to 
involve help desk or IT personnel. 

Central account management with 
Unified Identity Manager: Consolidates 
user information from multiple data stores 
into a single, manageable virtual directory, 
providing provisioning, management, and 
deprovisioning of user accounts from one 
central interface. 

Centralized authentication for simpli- 
fied sign-on and guest access. Easily inte- 



grates with existing account infrastructure to 
help simplify the authentication process for 
users and guests and strengthens authentica- 
tion mechanisms for devices such as remote 
access servers, wireless components, switch- 
es, routers, and security devices. 

With IDsentrie, organizations improve 
their security and compliance require- 
ments by enabling quicker network foren- 
sic s. Busy IT departments can speed trou- 
bleshooting with IP-to-ID Services 
instantly resolving network issues to the 
users responsible. System administrators 
are more productive with Unified 
Identity Manager's ability to centrally 
provision and manage user accounts 
from multiple data stores simultaneous- 
ly. Employees are more productive with 
User Self Help Services eliminating the 
need for help desk engineers to reset 
passwords and unlock accounts. Security 
is increased with network authentication 
and Radius features preventing unautho- 
rized network access. And IDsentrie' s rich 
reporting and auditing features provide 
full user identity visibility. 



A10 Networks AX Series & 
IDsentrie 



The AX is the industry's best price/performing 
application acceleration switch; the IDsentrie is 
the industry's first network identity management 
appliance with instant user identity resolution 



(888) 210-6363 

AX: www.Processor.com/AX 

IDsentrie: www.Processor.com/IDsentrie 
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(wireless indoor solutions) suite. The com- 
pany's ClearFill Line system has a 1/2-inch 
flat- foil radiating cable that can support fre- 
quencies from 800MHz up to 6GHz — an 
industry first, according to RFS. ClearFill 
Line is geared toward ultra-broadband, pas- 
sive RF distribution systems of 30MHz to 
6GHz, the company says. 



END NODES 



Mobile 

■ Gateway announced it has boosted the 
features on its convertible notebook, incor- 
porating new elements that offer digital 
artists a more innovative palette for the cre- 
ation of various art forms. The E-295C 
adds the Wacom pen and digitizer with 256 
levels of sensitivity. This allows for the 
extensive production of brush strokes, pen- 
cil sketches, and line drawings. It also 
incorporates updated graphics from ATI, 
while its ergonomic design highlights a 14- 
inch, scratch-resistant widescreen display. 
The security features include an optional 
fingerprint reader that keeps precious work 
safe from theft and software that allows 
stolen items to be tracked down. 



■ MPC Computers is targeting its 
TransPort 2500 notebook at enterprise 
users. The notebook is thin and light at 
less than 5.5 pounds and offers WXGA or 
WXGA+ display options. Graphics options 
for the notebook include video memory up 
to 256MB. The notebook's system memory 
can be expanded up to 4GB. It has an Intel 
Centrino Duo processor, TPM (Trusted 
Platform Module) 1.2, and an integrated 
fingerprint sensor and supports hot-dock- 
ing. The notebook's optional docking 



station boasts Gigabit LAN and a DVI 
monitor port. 

MPC also released the ClientPro 175 
Desktop PC, which sports Intel Core 2 Duo 
CPU options, as well as USB 2.0, parallel, 
serial, and Gigabit LAN ports. According 
to MPC, the desktop also has a quiet and 
energy-efficient PSU. 

Finally, MPC released the ClientPro 434 
All-in-One PC. The monitor- shaped com- 
puter supports VESA mounting and can 
include a smart card reader. Customers can 
purchase the system in three configura- 
tions: a 17-inch display, a 17-inch display 
with touchscreen, or a 19-inch display. All 
of the computers support WinXP Pro and 
all Vista versions. 

Monitors & Displays 

■ ViewSonic released three LCD monitors 
in its VA family. ViewSonic is targeting 
the 17 -inch, widescreen VA1716w and 19- 
inch, widescreen VA916w at customers 
who want to watch HD video content or 
view multiple documents simultaneously. 
The VA1716w boasts a 1,440 x 900 native 
resolution, a 500:1 contrast ratio, and 250 
nits of brightness. The VA1916w also 
offers a 1 ,440 x 900 native resolution, but it 
has a 2,000:1 dynamic contrast ratio. The 
VA916, on the other hand, is a 4:3 flat- 
panel monitor. It has a 1,280 x 1,024 native 
resolution and 2,000:1 dynamic contrast 
ratio. The VA916 and VA1916w will be 
available next month for $239 and $229, 
respectively, and the VA1716w will sell for 
$209. The monitors have a three-year parts 
and labor warranty. 

Printer 

■ TRENDnet announced the 1-Port USB 
Multi-Function Print Server (Model TE100- 



MP1U), 2-Port USB 2.0 Multi-Function 
Print Server (Model TE100-MP2U), and 2- 
Port Wireless USB Multi-Function Print 
Server (Model TEW-MP2U). This new 
family of multifunction print servers gives 
users the ability to transform any stand- 
alone multifunction printer into a shared 
home or office network device. The 1-Port 
USB Multi-Function Print Server and 2- 
Port USB 2.0 Multi-Function Print Server 
work with Vista and have five-year war- 
ranties. The 2-Port Wireless USB Multi- 
Function Print Server lets you connect to 
your wireless network and offers advanced 
wireless security features. 

Server 

■ SGI has announced the creation of the 
SGI Altix ICE, a tightly integrated blade 
solution that minimizes the demands on 
a data center's power and space and uti- 
lizes a new version of the Atoka board, 
improving density considerably. It helps 
to enhance user productivity, while man- 
aging diverse and large scale-out work- 
loads and HPC applications. In addition, 
this product improves energy efficiency 
with a water-cooled door design that 
sends chilled water through the unique 
hinged door, dispensing 95% of the gen- 
erated heat and maximizing its life span. 
The new platform features support for 
dual high-speed, low-latency DDR 
InfiniBand backplanes to enhance the 
communication between nodes and racks 
even through the deployment to thousands 
of processors. 

Storage 

■ Archion unveiled the Synergy LS, a 
storage system for Avid users. Synergy LS 
is an extension of the Synergy HD storage 



system and is designed for customers who 
utilize Lanshare technology. The Synergy 
LS is a 4TB unit with two ports that each 
offer 2GB of storage. Synergy LS includes 
a Hardware RAID to protect media in the 
event of a drive failure without the need to 
mirror. The Synergy LS is engineered to 
expand the storage requirements of exist- 
ing Lanshare clients without the need 
to replace or upgrade their current technol- 
ogy infrastructure. Synergy LS is also 
compatible with Archion' s Alliance and 
Synergy products. 



■ Iomega introduced the Iomega eSATA/ 
USB 2.0 Professional Hard Drive, a slen- 
der hard drive that uses the new 3Gbps 
eSATA interface for fast access to its 
500GB storage capacity. This Iomega 
eSATA Professional Hard Drive also 
comes with EMC Retrospect Express soft- 
ware for automatic backups, scheduled 
backups, or on-demand backups. For 
computers that do not have an eSATA 
interface (PCI eSATA cards are available 
separately), the USB 2.0 interface offers a 
universal alternative. The drive is com- 
patible with Microsoft Win2000 Profes- 
sional, WinXP, Vista, and Mac OS X 10.2 
or above. 



■ The new DXi7500 enterprise disk backup 
and replication system from Quantum is 
unique in that it also provides data dedupli- 
cation, disk-to-tape, and remote replication 
features. It's scalable up to 240TB with 
transfer speeds of up to 8TB per hour, the 
company says. The target market includes 
primary data centers, midrange enterprise 
settings, and distributed sites. 
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Virtual Tape Made Simple 

NexiTech MJkng Can Accelerate 
Your Backup & Restore Operations 



In response to market demand, NexiTech 
has created a modular virtual tape array 
storage appliance: the next-generation 
Virtual Tape Array, or YTAng (yee-tang). 

YTAng is a hardware/software product 
that transforms an ordinary computer or 
rackmount server and the hard disk stor- 
age attached to it into a D2D (disk-to- 
disk) backup appliance. The product is 
aimed at IT directors and managers in the 
small to medium- sized enterprise market 
and is designed to help accelerate backup 
and restore operations. Unlike other simi- 
lar products on the market, the YTAng 
can be customized. 

Virtual tape emulation technology is 
used to create a device server that acts just 
like a bunch of tape drives from the per- 
spective of one or more host computers or 
backup servers. Since the backup appli- 
ance presents a view of one or more "vir- 
tual" tape drives to the host, it is appropri- 
ately called a virtual tape array. 
Similar to a VTL (virtual tape library) 
but faster, the virtual tape array offers 
many of the same benefits as a VTL 
but with less complexity and lower 
cost of ownership. 

Three Versions 

YTAng appliances come in three 
forms: 

Head form. This device bundles 
hardware and software with a 1U or 2U 
rackmount server, but with minimal 



internal storage. This form is ideal for 
enterprises that want to try out virtual tape 
technology and at the same time save some 
money by using the head to convert legacy 
equipment into a D2D backup appliance. 
This helps them to preserve their existing 
investments in storage resources by extend- 
ing the useful lifetime of those resources 
(yesterday's primary storage may be useful 
as today's secondary storage). Customers 
like the convenience of buying a more inte- 
grated solution that the head form brings, 
and they want to use it as a controller for 
some existing external hard disk storage 
(e.g. RAID or JBOD arrays) that they 
already have in their possession. 

Disk form. This version provides a high- 
er level of integration by bundling hard 
disk storage within the 3U D2D backup 
appliance. And with the use of ruggedized 
removable disk storage devices, the subsys- 
tem becomes a D2D2RD (disk-to-disk-to- 




removable disk) backup appliance, letting 
users archive backups with a true tape 
replacement technology: portable hard 
drives packaged for removability. Storage 
security is always a concern, but even more 
so when moving data off site. To address 
that concern, there is an optional hardware- 
based compression/encryption engine that 
uses the AES-256 encryption algorithm. 

Kit form. This version of YTAng can 
vary depending on the existing hardware 
you wish to use. Give us a call or email us 
for details. 

Simple To Use & Manage 

YTAng is simple to use and manage. A 
GUI lets you easily define virtual tape 
drives and configure the associated bus, 
target, and LUN values that will be seen 
by the host. The devices are conveniently 
arranged in a device tree, and any drives 
with media loaded are shown in boldface. 
The user can easily define the file 
that is used for the backing store and 
the file size by simply clicking a 
device. Virtual tape media can be 
loaded or unloaded with a click of the 
mouse, and all virtual tape devices 
can be started or stopped at once. The 
GUI also lets users trace all the SCSI 
commands sent to a particular virtual 
tape device and will save that infor- 
mation to a trace file. The iSCSI 
device mappings are also configured 
graphically, letting the user define 



which devices are mapped to iSCSI tar- 
gets. 

For those users that need to remotely 
manage the YTAng backup appliance, 
Remote Desktop is bundled with Microsoft 
Windows Unified Data Storage Server 2003 
R2, the operating system running on the 
appliance. Clients are available for most 
Windows versions, so a Windows client can 
control the desktop of the appliance and 
manage it over a network connection as if 
sitting right next to it. 

Support for those particular tape drives 
that are emulated by YTAng is bundled 
with Windows, so for many customers, 
connecting a YTAng backup appliance is 
quite easy: the host detects the virtual tape 
drives and then automatically loads the 
correct driver. 

Specifications 

Connectivity: NAS and SAN 
Transport: iSCSI, Fibre Channel, and SCSI 
Media: Fixed and Removable Disk 
Redundancy: RAID (0, 1, 5, 10, 50) 
Virtualization: Virtual Tape and Disk 
Encryption: AES-256 



NexiTech VTAngr 



Starting at $4,995, depending on configuration 

A hardware/software product that transforms an 
ordinary computer or rackmount server and the 
hard disk storage attached to it into a D2D (disk-to- 
disk) backup appliance 



(719) 687-3225 
www.Processor.comA/TAng 
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■ Overland Storage has announced the 
ULTAMUS RAID 4800, which includes 
high-availability features and dynamic scal- 
ing options. This latest product can scale to 
72TB with RAID 6. It is available with 
dual active or active 4Gbps Fibre Channel 
controllers. The product's features include 
dual 4Gbps Fibre Channel host connectivi- 
ty; a 3Gbps point-to-point SAS architec- 
ture; redundant critical components, includ- 
ing controllers, cooling systems, and power 
supplies; RAID 0, 1, 5, 10, 50, and 6 sup- 
port; a Web-based management console; 
and support for Windows, Linux, and 
VMware. ULTAMUS RAID 4800 is com- 
patible with Overland' s REO, NEO, and 
ARC vault backup and recovery appliances. 
Prices start at $46,861. 

Workstation 

■ Axiomtek has released the SBC81203 
PICMG 1.0 Single Board Computer. The 
full- sized computer comes complete with an 
LGA775 socket Intel Core 2 Duo processor 
with up to 1, 066MHz FSB. Also, the 
SBC81203 features an Intel 945G+ICH7R 
express chipset that helps to manage multi- 
ple applications at once. For graphics, the 
SBC81203 sports the Intel GMA 950 graph- 
ics core and combines this with a Realtek 
ALC203 Audio codec to maximize the mul- 
timedia experience. The SB C8 1203 will be 
available next month. 



SOFTWARE 



Business 
Productivity 

■ Exanet has released ExaSearch, an enter- 
prise-class search engine that integrates 
with Exanet' s scalable, high-end ExaStore 



software, creating what the company says 
is the first scalable, high-performance clus- 
tered NAS solution combined with enter- 
prise-class search abilities. The combina- 
tion lets customers easily access about 3 
petabytes of stored data. The search engine 
can search multiple sources, including file 
servers, email systems, groupware, databas- 
es, and employee directories. Additionally, 
the search engine can process unstructured 
data and queries and grant immediate 
access to new content through real-time 
indexing. ExaSearch is now available, with 
pricing based on storage capacities. 

Imaging & Printing 

■ Kyocera launched iTag 2.0, which serves 
as a user-friendly, scalable document man- 
ager for the small office or department. 
iTag allows users to capture, store, and 
retrieve scanned documents easily and effi- 
ciently, with a doubled memory and fully 
integrated color touchscreen validation sta- 
tion. Kyocera has updated security and pri- 
vacy settings, allowing only authorized 
users to manage documents. The iTag 
comes with a Dell server, Microsoft 
Windows SharePoint Service 3.0, and one 
Kyocera multifunctional device connection. 
iTag is available at Kyocera retailers for 
$15,000. 



■ TEKLYNX International introduced 
SENTINEL S/5 Print Pack and Data 
Exchange 5.03, the latest version of its 
server-side print management software. 
SENTINEL is an automated, event-driven 
data management and AIDC printing tool 
that processes and maps enterprise-wide 
data collection and label printing requests, 
regardless of the format, technology, or 
system. The new version enhances several 



capabilities, including support for LABEL 
ARCHIVE traceability software and SEN- 
TINEL Backup Server. 

Messaging & 
Groupware 

■ Mimosa Systems has announced Near- 
Point 3.0 for Microsoft Exchange Server. 
The new product offers grid computing in 
email- archiving environments and supports 
hundreds of thousands of mailboxes, ver- 
sion history for Active Directory, archiv- 
ing, continuous data protection, and disas- 
ter recovery for public folders. NearPoint 
3.0 is self-healing and has a hot-plug mod- 
ular architecture for adding and removing 
servers without requiring downtime. It can 
be configured in a superscalar grid or in 
a superpipelined grid. NearPoint 3.0' s 
features include disaster recovery; better 
support for Exchange 2007, Live Com- 
munication Server (IM), and 64-bit 
Servers; automated PST file archiving; 
Active Directory integration; public folder 
archiving; scalable storage; international 
language support; and preinstallation and 
configuration tools. 



■ Open Text released an updated version 
of its FirstClass Collaboration Suite, an 
integrated communications and collabora- 
tion software suite designed for medium- 
sized to large organizations. FirstClass 
Collaboration Suite 9.0 is a suite of inte- 
grated applications that assist users in the 
creation of collaborative online communi- 
ties accessible from any Internet-capable 
device. The new version now features the 
FirstClass Archive Services, which deliver 
policy-driven automatic archiving; support 
for Unicode; the ability to combine multi- 
ple calendars into one view; new contact 



sorting options; InstantSearch, which 
quickly filters all fields displayed in a given 
application window; and a customizable 
Launch Bar. 

Mobility 

■ Motorola launched the latest iteration of 
its Good Mobile Messaging software and 
service designed for organizations of all 
sizes. Good Mobile Messaging 5 now 
includes the handheld security capabilities 
that were previously offered separately in 
the Good Mobile Defense product. Other 
new features include the ability to group 
and find by conversation and sender, com- 
plete calendaring, edit and send document 
capabilities, dial without password, and 
third-party access to contacts. The new ver- 
sion also adds several useful tools, such as 
a mobile RSS reader and subscription man- 
ager, priority mail, and personalized notifi- 
cations. IT personnel will also find several 
new advantages, such as mandatory appli- 
cations, application lockdown, advanced 
password management, and simplified load 
balancing. Good Mobile Messaging 5 will 
be available next month. 

Network & Systems 
Management 

■ Agilent Technologies announced its 
WiMAX Optimization Solution for IEEE 
802.16e-2005, which provides a drive-test- 
ing capability for its network optimization 
test platform. The WiMAX Optimization 
Solution for IEEE 802.16e-2005 lets 
WiMAX network equipment manufacturers 
and service providers authenticate the sub- 
scriber experience in real-world WiMAX 
environments. The WiMAX Optimization 
Solution is enhanced for ultra high-speed 
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Lose that important file? 

Protect against accidental file deletions with NEW Undelete® 5 

( Now with version protection for Microsoft® Office files ) 

According to the New York Times, file loss costs businesses an estimated $13 billion per year. 
The problem is that the Windows® recycle bin doesn't capture every deleted file, particularly 
files deleted over the network and older "saved-over" versions of Microsoft Office files. Not 
even your backup system provides comprehensive real-time protection. 

Now you can get complete up-to-the-minute file protection 
with instant recovery— get new Undelete 5! 

• NEW! Version protection allows instant recovery of older 
versions of Microsoft Word, Excel and PowerPoint® files 

• EXCLUSIVE! Recovery of deleted files is easy and instant 

• EXCLUSIVE! Undelete 5 captures and protects all deleted files 
in real time — even files deleted by other systems over the 
network. No more lengthy backup restores! 

• Server and workstation editions available 




Try Undelete FREE! 



Visit: www.undelete.com/pro7 

For volume license pricing and government or educational discounts, contact your favorite reseller or call 800-829-6468 code 4373 
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PowerPoint are either registered trademarks or trademarks owned by Microsoft Corporation in the United States and/or 
other countries. Diskeeper Corporation* 7590 N. Glenoaks Blvd. Burbank. CA 9 1504* 800-82 9-6468 *™.Linde I etexom 
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Continued from Page 18 
packet data transfer with QoS, so 4G wire- 
less communications systems can deliver 
business-critical data services with network- 
enforced QoS. The Agilent wireless network 
optimization test platform for RF engineer- 
ing and operation teams enables WiMAX to 
test for IEEE 802.16e-2005 to drive-test 
capabilities through a scalable, integrated, 
and air interface measurement system. 



■ Cittio has released its CMAS (Cittio 
Managed Administration Services) prod- 
uct, which alleviates time-intensive net- 
work- and systems-monitoring projects 
with tools to manage the configuration and 
administration of Cittio WatchTower 
implementations. CMAS provides cus- 
tomers with a single, up-to-date network 
and system for viewing an entire infra- 
structure, including everything from 
servers to applications. Unlike other soft- 
ware-as-a-service products, Cittio says 
customers actually own WatchTower soft- 
ware and can make adjustments to features 
based on their requirements. CMAS offers 
four levels of services, including Baseline 
Administration through Premiere Plus 
Administration. CMAS' features include 
remote monitoring of WatchTower from 
Cittio 's NOC (network operations center); 
secure, permission-based remote access 
technology; scheduled performance and 
application tuning; remote patch and 
upgrade systems; and more. 



■ To combat human error in network 
failure, CA has launched the CA SPEC- 
TRUM Network Fault Manager 8.1. In 
combination with CA's eHealth system 
management software, IT managers can now 
proactively keep networks running while 



determining which problems are the result of 
human error, as well as track the root cause 
and impact of each problem that arises. 



■ Configuresoft has released Configu- 
ration Intelligence-Analytics, which it 
says is a core component of the compa- 
ny's Intelligence initiative. Intelligence- 
Analytics is a measurement and manage- 
ment tool that gives customers visibility 
into granular distributed systems manage- 
ment data from various sources. Manage- 
ment data can include service desk, provi- 
sioning, performance monitoring, and 
CMDBs (Configuration Management 
Databases). The product also provides a 
dashboard of indicators and metrics that 
customers can use to articulate strategies 
and visions and develop executable goals. 
Mechanisms that Intelligence-Analytics 
provides include Balanced Business 
Scorecards and Key Performance Indi- 
cators. Intelligence- Analytics is available 
as a module for Configuresoft' s ECM prod- 
uct beginning at $50,000. 



■ Tidal Software has released Tidal 
Intersperse 7, the latest tool for monitoring 
and managing SOA solutions based on 
Java, Web Services, and .NET. Tidal 
Intersperse 7 provides service to environ- 
ments that combine a range of portals, 
ESBs, Web services, and application 
servers in an S OA-based operation. It helps 
detect performance problems through run- 
time monitoring across several application 
servers to build an overall view of the 
process with just a single tool. It outlines 
the detection of the problem, while it per- 
forms fast problem localization and utilizes 
deep-dive metrics for root cause analysis. 
In addition, it offers automated corrective 



action to create self-healing solutions for 
SOA actions. 

Security 

■ SECUDE released FinallySecure 1.0, 
which offers authentication and encryption 
for Seagate 5400 Momentus FDE.2 (Full 
Disk Encryption) drives. The software pro- 
vides Data-at-Rest security and supports 
upgrades to newer PCs with FDE hard 
drives. FinallySecure is part of the Secude 
security portfolio. The software protects 
users against data theft and loss and helps 
customers adhere to data security standards. 



■ Untangle launched the Untangle Gate- 
way Platform, a commercial-grade open- 
source solution for blocking spam, spy- 
ware, viruses, adware, and unwanted con- 
tent on the network. The Untangle Gateway 
Platform is a comprehensive and integrated 
solution that distinguishes itself against 
other appliance vendors in five key ways: 
cost (free), hardware (off-the-shelf), speed 
(immediate free download), flexibility 
(have it your way), and future proofing 
(open platform). Built around more than 30 
best-of-breed open-source projects — 
including SpamAssasin, ClamAV, and 
Snort — the Untangle Gateway Platform 
provides the convenience, features, and sta- 
bility of other applications at a fraction of 
the cost. Users can download, install, and 
configure the complete system in less than 
one hour. 

Storage 

■ Network Appliance announced a target- 
ed ReplicatorX offering designed for large 
data centers running mixed storage environ- 
ments. The latest version of ReplicatorX 
helps users manage critical tasks such as 



disaster recovery, data migration, and 
cloning for test and development. Network 
Appliance makes deploying ReplicatorX 
simple with an intuitive centralized manage- 
ment interface. Users will also appreciate 
ReplicatorX' s support for global data con- 
sistency across multiple servers and storage 
infrastructures. Network Appliance is also 
willing to lend a hand with its NetApp 
ReplicatorX Implementation Services, 
including the ReplicatorX Essentials 
Service and the ReplicatorX Design and 
Implementation Service. NetApp also 
announced updated versions of its Snap- 
Drive storage provisioning software for 
Windows and Unix. ReplicatorX is avail- 
able in both enterprise and standard edi- 
tions. 



SERVICES 



Network & Systems 
Management 

■ Tigerpaw Software and Kaseya have 
announced a partnership designed to 
increase efficiency and functionality for IT 
managed services. The arrangement be- 
tween Tigerpaw CRM+ and Kaseya' s MSA 
software will pair Kaseya' s network moni- 
toring capabilities with Tigerpaw' s PSA 
(professional service automation) tools, 
providing added effectiveness for CRM, 
service automation, and inventory tracking. 
It also helps to provide a more complete 
view into clients' IT environments. The 
process will begin when an email alert 
is generated through Kaseya' s solution. 
Then, it will be monitored, interpreted, and 
routed to the appropriate technicians 
through the Tigerpaw CRM+ Managed 
Services Integrator, creating an effective 
communication process. 
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What Do You Do With Your Old Tapes? 

Recycle Your Media Buys All Types Of Tapes & Recycles Them 
Using Secure & Environmentally Sound Methods 



The most viable solution for your end- 
of-life media is to recycle using a reputable 
service provider such as Recycle Your 
Media. Not only is tape recycling environ- 
mentally sound due to the overabundance 
of e-waste in landfills, it is also economical- 
ly sensible because you can recoup IT costs. 

Virtually every enterprise uses tape media 
for protecting and storing data. And the use 
of tape media is growing sharply as the 
amount of electronic information grows and 
enterprises face increasing legal and regula- 
tory pressure to store electronic information. 

No Trivial Matter 

According to the EPA, nearly 3 million 
tons of consumer electronic waste was gen- 
erated in 2003; it's estimated that only about 
11% of this was recycled. Tape disposal is 
not a trivial matter. Not only does tape con- 
tain confidential company information that 
must be either erased or destroyed so that it 
does not fall into the wrong hands, but tape 
media is not biodegradable and should be 
eliminated from the solid waste stream. 

To reduce costs, ill-equipped or unrep- 
utable recyclers may work through brokers 
to send media to other countries or illegal 
waste dumps in the U.S. That means your 
tapes and data may change hands many 
times before being destroyed. 

When dealing with disposal service 
providers, reputation is the most important 
factor to consider. Always work with a rep- 
utable disposal service provider that uses 



only approved disposal methods and can 
provide you with a certificate guaranteeing 
your tape has been properly disposed of. 



Can My Media 
Be Degaussed? 



Not all popular computer cartridges can 
be degaussed and must instead be overwrit- 
ten with special software. Consult this chart 
for common media that can and cannot 
be degaussed. 



Product Type 


OK To Degauss 
(Yes/No) 


AIT 1,2,3,4 


Yes 


DC1 00/1 000 


Yes 


DC-2XXX 


Yes 


Travan 1 ,2,3 


Yes 


DC-6XXX 


Yes 


Magnus 


Yes 


SLR-5 


Yes 


DDS 


Yes 


DAT 


Yes 


Mammoth 


Yes 


34X0 


Yes 


DLTX 


Yes 


SDLTX 


Yes 


Travan 4,5,7 


No 


SLR-6,7 


No 


3590(J) 


No 


3590E(K) 


No 


9940/9940 


No 


LTO 1,2,3 


No 



A reputable disposal service provider 
can even bring the degaussing equipment 
onsite and manage it with trained person- 
nel. For tape media that contains sensitive 
information, this provides a means of recy- 
cling, rather than destroying, tape media. 

Your Tape Disposal Options 

There are two methods of disposing of 
tape media: destruction or eradication. In 
destruction, the tape is incinerated or cut and 
pulverized. Eradication involves erasing the 
tape's data by applying a high-intensity 
magnetic field to the tape. Proper erasure 
removes the risk that the pre-existing data 
on the tape falls into the wrong hands. But 
only professional-grade degaussing equip- 
ment, correctly calibrated and operated by 
experts such as Recycle Your Media, will 
do a proper job of erasing cartridges. 

To reduce the risk of losing confidential 
data, the easy decision may be to destroy 
the tape, but this carries a cost burden and 
it impacts the environment. The decision 
to recycle tape has advantages for the envi- 
ronment and for your expenses, but it also 
carries the risk of data loss. 

When choosing whether to recycle 
tapes, consider these factors: 

• Tape that has been mishandled or is old 
and worn out or simply damaged cannot 
be used again. This tape has no more 
useful life and should be destroyed. 

• If your tape media is in good condition, 
recycle it. Even if a tape is two years old, 



it likely has not been used continuously. It 
is common to find tape that has only been 
used for a fraction of its useful life. 
• If you're upgrading to the newest tape 
technology, chances are other organiza- 
tions can still utilize the tapes. In this 
case, recycling is the right option. 

Perfect For Recycling 

Recycle Your Media is focused and con- 
cerned about the statistics involving the 
destruction of our environment caused by 
excess e-waste in landfills. Recycle Your 
Media exists to provide a service that is 
environmentally conscious and prides itself 
in maintaining safe and secure methods for 
your end-of-life data solution. Recycle Your 
Media has innovated and perfected a way to 
ensure companies worldwide that there is a 
solution to these ongoing issues. 

Sell us your new, used, or even obsolete 
media. Your sensitive data is secure and 
destroyed with manufacturer-approved 
processes and equipment, and you will get a 
Confidentiality Agreement upon request. 

We've implemented an aggressive data 
media recycling program that is easier than 
ever. Every Recycle Your Media master 
shipment includes a prepaid product- ship- 
ping label. When conscientious customers 
return data cartridges, we pay the postage. 



Recycle Your Media 



Provides a tape recycling service that is environ- 
mentally conscious, safe, and secure 



(877) 798-2737 
www.Processor.com/Recycle 
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Affordable Power Management 
With IPV42/70 Series 

Power Control & Environmental Monitoring Devices From Pulizzi 



Every data center 
is confronted with dis- 
tributing, controlling, 
managing, and moni- 
toring electrical power to 
all the devices in its racks. 
For some IT personnel, remote 
access becomes essential to han- 
dle multiple locations. There have 
always been products that could han- 
dle one or more of these tasks, but now 
data center managers can have it all. 

The IPV42/70 series (so named because 
they come in either 42- or 70-inch heights) 
Intelligent Power Controllers from Pulizzi 
Engineering cover all these points. Every 
aspect of each outlet can be viewed locally, 
via a digital meter, or remotely, via Web 
browser, Telnet, or SNMP software. Out of 
the box, the IPV42/70 series can monitor 
voltage and current but, with an optional 
environmental sensor kit, can be expanded 
to include data on temperature and humidi- 
ty. There are additional inputs allowing for 
integration of switches to detect rack 
enclosure events, and the software inter- 
face is feature-rich. 

The software can be configured either to 
work with SNMP management software by 
sending traps or to send email alerts when 
triggered by an event. Each unit, outlet, 
and sensor can be named in software for a 
user-friendly interface, and there is a provi- 
sion for multiple user logins for remote 
access. Pulizzi Engineering highlights the 




versatility of this line by enabling 
users to specify certain characteris- 
tics at order to suit an array of appli- 
cations. Customizable attributes 
include voltage, current, number 
of outlets, and connector types. 
Pulizzi Engineering is an 
ISO 9001:2000-certified com- 
pany that designs and manu- 
factures its products in the 
U.S. It has a reputation 
for high quality that has 
won the company busi- 
ness from many Fortune 
500 companies, as well 
as some government 
agencies. This quality is evident in its 
products, which meet objectives and certi- 
fications such as RoHS, UL safety specifi- 
cations, and CE directives. 



Pulizzi Engineering IPV42/70 Series 
Intelligent Power Controllers 



Start at $799 



Distribution, control, management, and monitoring 
in a single device 



(605) 334-8999 

www.Processor.com/IPV-42-70 
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Protecting Critical 
Data Center Loads 

Staco TreStar P Series UPSes Eliminate Overloads, 
Flicker & More In Real Time 




The Staco TreStar P Series of UPSes 
is designed to meet the power protection 
needs of today's most sensitive critical 
loads. The P Series' new digital control 
system eliminates all 
overloads, frequency 
variations, transients, 
flicker, and blackouts in 
real time. And it pro- 
cesses signals 10 times 
faster than previous ana- 
log methods. 

UPS reliability begins 
with design. With a true 
online, double-conver- 
sion design, the TreStar 
P Series isolates your 
connected loads from 
utility power and pro- 
vides clean, regulated 
output voltage and frequency. 

The TreStar P Series was designed with 
the end user in mind. It offers the highest 
quality, along with the reliability you 
expect. It is easy to install and has a user- 
friendly front control panel with an easy- 
to-read LCD menu. Its advanced battery 
management system reduces the frequen- 
cy of maintenance and replacement 
schedules, saving you time and money. 

Staco' s TreStar P Series comes in two 
versions: 125-150kVA and 180-225kVA. 
The 125-150kVA is parallelable for capac- 
ity or redundancy, with up to eight mod- 
ules, and features a 0.9 output power fac- 



Staco TreStar P Series 
1 25-1 50kVA model 



tor, vector-controlled IGBT inverter, input 
circuit breaker, internal maintenance 
bypass, advanced battery management, 
and an optional 7% harmonic filter. 

In addition to all the features 
found on the 125-150 model, the 
180-225kVA model also features 
state-of-the-art communications, 
matching battery cabinets with 
internal disconnect, top and bottom 
cable entry, and a standard 7% har- 
monic filter. 
Other optional features include: 

• SNMP Adapter 

• External Maintenance Bypass 

• Parallel kit 

• Network Solutions software 

• Extended battery runtimes 

• Extended warranties 

• Preventative maintenance 



Staco TreStar P Series 



True online, double-conversion UPS with a digital 
control system designed to process signals faster 
than analog methods 

(866) 261-1191 

www.Processor.com/PSeries1 25 
www.Processor.com/PSeries1 80 
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Thrn Old Equipment 
Into Cash 

Horizon Datacom Solutions Helps Businesses 
Make The Most Of Their Network Hardware Investments 



Horizon Datacom Solutions, located 
in Columbus, Ohio, has one specific 
goal: helping businesses make the most 
of their network hardware investment. 
Many businesses are faced with growing 
(sometimes painfully high) capital bud- 
gets, and yet they have literally stacks of 
switches, routers, wireless gear, and 
other network hardware that they have 
outgrown, no longer need, or don't have 
room for. Some businesses find that they 
have racks filled with decommissioned 
hardware, or that due to expansion or 
changing needs, they don't have the right 
equipment. 

In the past, the hardware would simply 
sit in a spare room or corner until it was 
eventually hauled away and disposed of in 
a mass "asset recovery" that took CRT 
monitors, desktop computers, printers, and 
other e-waste and hauled it away. But this 
no longer has to be the case. 

Horizon Datacom Solutions special- 
izes in refurbishing network hardware 
and can help you recover value out of 
what you have. Plus, selling your equip- 
ment to us helps keep it out of a landfill, 
helping contribute to your corporate 
"green" initiatives. 

Get Value From Used Equipment 

Horizon Datacom helps businesses and 
organizations get value back from their 



used equipment. Stated simply: We turn 
old network equipment into cash. 

We are committed to refurbishing and 
putting that same equipment we purchase 
back into useful life, which provides addi- 
tional value to our customers who both 
save money purchasing from us and get 



Equipment Purchased 



We buy large or small quantities of network 
LAN/WAN, wireless, and VoIP equipment. 
Or you can use it as credit to update your 
current infrastructure. 



We buy: 

• Alteon 

• Cisco 

• Enterasys 

• Extreme Networks 

• F5 



Foundry Networks 
HP 

Polycom 
SonicWall 



If you have surplus equipment, please note 
quantities, description, condition, and any 
other notes where possible. 

If you frequently upgrade your equipment or 
have large quantities to dispose of, let us 
design an asset management plan for you. 
We can help you increase both cash flow and 
return on assets by faxing or emailing your 
list of surplus equipment. 



reliable hardware, backed by our guarantee 
and hard-won reputation for quality and 
customer service. 

At Horizon Datacom Solutions, refur- 
bishing involves much more than blow- 
ing the dust off of circuit boards. Horizon 
Datacom maintains a full testing lab 
where every piece of equipment is rigor- 
ously tested and repaired if necessary. 
We repaint the chassis, replace missing 
or broken parts, and carefully repackage 
the finished product. In fact, many of our 
customers claim the hardware they pur- 
chase from us is virtually indistinguish- 
able from new hardware. 

Horizon also offers refurbishing services 
for companies that want to redeploy their 
own gear. You simply send it in, have it 
tested and refurbished, then it's sent back 
to you, ready to deploy at new locations or 
for new uses. 

Real-Time Inventory 

Some businesses are leery about buying 
from the "refurb" market — some with 
good reasons. eBay can be a crapshoot: 
You may be dealing with a guy operating 
out of his garage, or worse, finding your- 
self buying counterfeit gear. 

Horizon Datacom has been in business 
for more than 10 years. And, in 2003, 
we were recognized as one of the Inc 500 
fastest growing businesses in America. 



Businesses worldwide purchase refur- 
bished networking equipment from 
Horizon Datacom. 

Horizon maintains a complete, real-time 
inventory listing on its Web site at www 
.horizondatacom.com. While some compa- 
nies may say, "I can get that for you," 
when you use Horizon Datacom' s online 
store, you can be assured that what you see 
online is on the shelf and ready to be 
shipped to you. In fact, most orders are 
packed and shipped the same day. And 
right now we're offering free FedEx 
ground shipping on most orders of $100 or 
more within the continental United States. 

Repeat Customers 

Vicky Nosbisch, owner and president of 
Horizon Datacom Solutions, says, "I'm 
proud of the fact that most of our cus- 
tomers are repeat customers. Few things 
give me greater pleasure than buying net- 
work gear from a customer, seeing it arrive 
at our loading dock, then coming back to 
life in our test labs, ready to find a new 
home with a new customer." 

And Vicky has a challenge: "Send me a 
list of your unused network gear. We'll 
show you how much it's worth, make you 
an offer, and help you find the network 
hardware you need." 



Horizon Datacom Solutions 



Specializes in purchasing, refurbishing, and 
reselling used networking equipment 



(614) 847-0400 
www.Processor.com/HDS 
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All About? 

•Straightforward, EASY-TO-READ information 
•Practical ADVICE AND TIPS to help you do your job 
•PRODUCT SHOWCASES from new equipment manufacturers and resellers you can trust 
•The best USED AND REFURBISHED EQUIPMENT dealers 
•Being FASTER AND SIMPLER TO USE than today's most popular online search tools 
•Dealers that can service or supply parts for OLDER EQUIPMENT 
•IN-DEPTH INFORMATION on the most products and services imaginable 




Processor. It's all about products, 
news, and information data center professionals can trust. 
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Who Needs A Chief Risk Officer? 



Increasing compliance and security 
demands are creating an enterprise 
need for a new role to encompass and as- 
sume responsibility for risk management. Al- 
though most organizations handle risk man- 
agement on an ad hoc basis, it may be time to 
make risk management a dedicated position. 

I hear a lot of companies complain that the 
business just doesn't step up to the plate 
when it comes to mitigating risk. "No owner- 
ship!" they cry. "How am I supposed to pro- 
tect data when the executives won't even tell 
me what our information assets are worth?" 

To me, the problem seems to be that com- 
pliance/governance and IT security are not 
under a single umbrella, when they proba- 
bly should be. So what's wrong with current 
approaches to risk management? Depending 
on company size, one of three scenarios 
exists, and each has specific problems. 

In the first scenario, the CFO is tasked 
with compliance because he understands 
financial reporting and filings. That's great, 
but there's a knowledge gap: Compliance 
almost always has a strong IT security 
angle, and yet the CFO is not well-versed 
in IT- specific risks. 

In the second scenario, the CSO gets sad- 
dled with compliance. This may work well 
from the IT side, but CSOs usually know 
little about business issues. The result is too 
strong a focus on IT security and not 
enough on business risk management. 

Finally, in the third scenario, the CIO is 
tasked with both compliance and security 
because the business assumes that these 
two issues are IT problems alone. The CIO 



ends up working in a vacuum without any 
direction or advice on how to manage risk. 

A designated chief risk officer, however, 
could alleviate the lack of ownership by 
assuming responsibility for managing the 
risks posed by compliance and security. The 
CRO fulfills a role that serves to manage all 
aspects of risk holistically and transparently. 

What Would You Say You Do Here? 

Ideally, the CRO would be completely in 
charge of risk management, with the goal of 
balancing IT security with the needs of cor- 
porate governance and compliance. 

On the IT security side, the 
CRO would align IT with a 
best practice framework, auto- 
mate internal controls, central- 
ize logging and reporting, and 
ensure IT and business integra- 
tion/transparency. On the com- 
pliance side, she would deploy 
integrated security solutions, 
liaise between internal and ex- 
ternal audit teams, and estab- 
lish principles for holistic 
compliance management. 

Selecting a CRO is a pro- 
cess that should be given care- 
ful consideration. The CRO 
will be responsible for manag- 
ing all risk, so ideal candidates 
demonstrate deep knowledge, high integrity, 
excellent business judgment, and proven risk 
assessment abilities. When on the recruit- 
ment trail, beware of the following pit- 
falls: hiring an individual who is either too 



tech-oriented or tech-ignorant or lacks 
depth in industry-specific issues, failing to 
clearly define the role, and having gaps in 
corporate culture or communication. 

Fitting the CRO into the organizational 
structure is really going to depend on each 
company. Large, mature enterprises with a 
clear need for the CRO role — and the budget 
to match — will find it easier to make this 
work: Simply have the position report to the 
CEO and board of directors. Meanwhile, the 
CRO would work closely with the CIO and 
CFO for mutual support and advice. 

A midsized to large company with 
enough risk to need CRO duties filled, but 
that cannot yet dedicate the resources, 
would be better off creating a team to assist 
the CIO in the execution of these duties. 



ILQSS flV-HSTV-QNG 

j Ross Armstrong is a senior research analyst 
h with Info-Tech Research Group, a London, 

^ Ontario-based research and professional 
services firm focused on providing premium 
research and advice geared to the unique needs 
of IT professionals of midsized enterprises. 
Armstrong holds a master's degree in English 
from the University of Western Ontario 
and has extensive experience in IT technical 
writing and automotive writing. He is also the 
author of the Info-Tech Research Group guides 
"Securing Your IT Environment" and "Moving: 
An IT Perspective. " 




This team should consist of business guid- 
ance and legal counsel. 

SMEs with moderate risk and limited bud- 
get are in a bad spot. The best they can do is 
assign cross-silo duties to the vice president 



of IT who will support the CFO by offering 
a better understanding of IT risk. It's not 
ideal, but few SMEs can afford a CRO. 
Ensure that at least one member of senior 
management understands IT security issues 
and that the security administrator has access 
to the rest of executive management. 

What To Do? 

First of all, determine the need for a risk or 
compliance executive. Any midsized to large 
enterprise with a strong compliance mandate 
should have a CRO. Similarly sized organi- 
zations without a compliance mandate — but 
with a strong requirement to protect trade 
secrets and other sensitive information — 
should also recruit a CRO. 
Hiring a CRO is not cheap. High salaries 
and generous bonuses are the 
norm, and the enterprise must 
carefully weigh the need for a 
CRO vs. the actual benefits. 

Recruit the appropriate mix 
of skill, knowledge, and expe- 
rience. The CRO must have 
baseline knowledge of IT secu- 
rity issues, including viruses, 
hackers, and so on. He also 
needs experience creating, 
implementing, and enforcing 
business and security policies. 

Make the CRO report to the 
CEO. Sometimes there are 
conflicting interests between 
the IT department and business 
units. Making the CRO an 
independent entity will let her act in the best 
interests of the corporation as a whole. 

Send your comments to 
infotech @ processor, com 
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Cooling For Cramped Spaces 

MovinCool CM12 Ceiling-Mounted Unit Designed To Save Space & Money 



Spot cooling is an energy-efficient alter- 
native to central air conditioning. But often 
the main roadblock to efficient cooling of 
cramped server telecom and equipment 
rooms is the lack of floor space to accom- 
modate a roll-in portable spot cooler. The 
MovinCool CM 12 offers a convenient 
solution: It's a light- 
weight, space-saving, 
easy-to-install ceiling- 
mounted unit. 

The CM12 delivers 
10,500Btu/H of cooling 
in a self-contained unit 
that mounts easily with 
off-the-shelf hardware. It 
connects to a standard 
115V, 15-amp circuit. 

The CM12 features the 
shortest top-to-bottom 
profile in the industry — 
only 15.5 inches — ensuring it will fit into 
nearly any drop ceiling. In addition, the 
CM12 comes with several cost-saving 
capabilities and safety features: 

• Conveniently controlled by most off- 
the-shelf Millivolt thermostats 

• Works with fire alarm controls for safe- 
ty shut-off 

• Self-contained system requiring no 
refrigerant piping 

• Built-in supply and return air flanges 
enable easy duct installation and 
improved air circulation 

• Warning signals and alarms for conden- 
sation overflow and unscheduled shut- 
down can be wired to a central location 

• A standard internal pump 



• Mounting brackets designed for off-the- 
shelf mounting hardware 

In addition to the CM 12, MovinCool 
offers the Office Pro lineup of portable spot 
cooling solutions for low-temperature 
equipment cooling; the Classic and Classic 




Plus Portable Series for harsh environ- 
ments; and the PC7 Portable Air Condi- 
tioner for individual hot spots. 



MovinCool CM12 



Offers an energy-efficient, space-saving alternative 
to central air conditioning 

$2,786 

(800) 264-9573 

www.Processor.com/MovinCool 

MOVINCOOL. 

THE #1 SPOT COOLING SOLUTION 



Continuous Data Protection: 
Do You Need It? 

CDP Is Now Easier & Cheaper Than Ever Before 



The era of the scheduled backup is 
finally coming to an end. Continuous data 
protection designed for SMEs is here. 

NetMass CEO Mark Martin says that his 
company now makes offsite backup with 
CDP an extremely affordable option — and 
with none of the painful deployment. 

ServerSafe CDP offers constant capture 
of all data changes as they happen, allow- 
ing point-in-time recovery rather than the 
traditional approach of a scheduled backup. 
With CDP you just roll back your data set 
to the point just before the incident. 

With one easy solution, your data is 
backed up to professionally managed data 
centers that are disaster-hardened, temper- 
ature-controlled, and highly secure and 
offer exceptional business continuity. 

CDP is ideal for: 

• Data that changes rapidly 

• Applications with shrinking (or no) 
backup windows 

• Applications prone to corruption 

• Applications for which a 24-hour win- 
dow of data loss is unacceptable 

"A big difference is that ServerSafe 
integrates CDP into the backup applica- 
tion, so no additional purchases and 
installations are needed. This results in 
significant cost savings," Martin says. 

Service charges are based on how much 
compressed data is stored remotely, which 
is ideal for SMEs that need CDP for mis- 
sion-critical applications but need normal 
backup for files that change less frequently. 



NetMass President Stephen Perkins says 
CDP for Microsoft Exchange is a popular 
feature. "Email has always been difficult to 
restore. Partial restores are painful, and 
restores from tape are unreliable. CDP for 
Exchange at the brick level, combined with 
point-and-click restore (from individual 
emails to the entire Exchange store) now 
makes Exchange recovery quick and easy. 
You're up and running in seconds or min- 
utes rather than hours or even days." 

ServerSafe features hot backup of 
Exchange (with message-level restore) 
and a hot backup of SQL; it also has a 
built-in capability to allow a local backup 
copy, in addition to the offsite copy, for 
speedy LAN-speed restores. CDP is 
incorporated at no additional cost. 

Visit NetMass' Web site or call for a free 
30-day trial of ServerSafe or for informa- 
tion on the ServerSafe Reseller Program. 



ServerSafe Total Data Protection 



Starting at $40 per month 

Remote backup for Exchange, SQL, databases, 
Linux, Windows, Oracle, AS400, and more with 
CDP for Windows, Linux, Exchange 



(800) 731-2737 
www.Processor.com/NetMass 
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Energy Company Harnesses Asigra 
To Simplify Backup & Restore 



NetMass Handles Offsite 
Backups With Ease 

by Drew Robb 
• • • 

VAALCO Energy (www.vaalco.com) is 
an independent energy company based in 
Houston. Due to an explosion in the vol- 
ume of data being managed and tougher 
compliance laws being imposed on publicly 
traded companies, its tape-based backup 
procedures were no longer good enough. 
So the company switched to Asigra Man- 
aged Backup Services by Asigra of To- 
ronto, Canada. Backups are now sent off- 
site to a facility managed by NetMass 
(www.Processor.com/NetMass-Co) of 
McKinney, Texas. Instead of hours each 
day on backup administration, it takes a 
few minutes. 

"Offsite backup is totally automated, 
requiring no manual interaction," says 
Dereck Stubbs, an IT specialist at VAAL- 
CO. "This is a very big plus for any small 
company." 

VAALCO Basics 

VAALCO is principally engaged in the 
acquisition, exploration, development, and 
production of crude oil and natural gas. Its 
plan is to increase reserves and production 
through the exploration of oil and gas prop- 
erties, with an emphasis on international 
opportunities. VAALCO 's properties and 
exploration acreage are located primarily in 
Gabon and Angola in West Africa. This 
includes an offshore platform, with another 
one under development. 



and seismic systems in order to run projec- 
tions and to interpret the size and potential 
life cycle of oil and gas reservoirs. These 
are Dell servers, primarily PowerEdge 
1950 rack-based models. It uses NAS 
to host vast repositories of seismic and 
other 3D data. This amounts to multiple 
terabytes and is expanding constantly. 
Fortunately, that data is available on 
DVD so it does not tie up IT in backup 
administration. 

"Our primary backup needs are for our 
financial, purchasing, file sharing, and 
email systems," says Stubbs. "As all of our 
remote sites work through us, we only have 
to back up one location." 

VAALCO packages its backup 
schedules so different systems are 
addressed on different nights. This 
makes things easier to manage and 
avoids the necessity of extended 
backup windows. Some systems, 
such as financials, are backed up each 
night, whereas others are backed up 
weekly. 

Problematic Backups 

Prior to adopting Asigra, VAALCO 
struggled to manage its tape backup envi- 
ronment. "With the volume of data expand- 
ing rapidly, we found it hard to keep track 
of everything," says Stubbs. "Juggling 
tapes proved troublesome and cumbersome 
due to the manual processes we employed. 
It took the attention of two people to make 
sure everything kept flowing." 

While that situation had the organization 
looking to upgrade, the impetus behind the 
switch eventually came in the form of 



Asigra Managed Backup Services comes with 
a wealth of features. Besides backup and 
restore, it includes encryption, a robust 

compression engine, and extensive reporting. 



The central data center of VAALCO is 
located in Houston. It runs all IT opera- 
tions and applications worldwide. About 
10 Windows servers run a wide range of 
applications, such as accounting, purchas- 
ing, and Microsoft Exchange. In addition, 
the energy firm also harnesses geophysical 



recent legislation. Sarbanes-Oxley requires 
companies such as VAALCO to store key 
info for years. Traceability of backups is 
just one of Sarbox's many points. The com- 
pany, for example, has to be able to demon- 
strate to auditors that its backups are com- 
plete, that they have not been tampered 



with, and that they contained valid financial 
data. The manual tape system didn't meet 
the requirements, so VAALCO searched 
for a certified offsite facility. 

The Big Decision 

The energy company looked at three ven- 
dors. But as a compliance deadline loomed, 
it had no time to lose. It selected NetMass 
because its services met all requirements 
and it was impressed with that vendor's 
timeliness and overall responsiveness. 

NetMass specializes in automated back- 
up and recovery service for organizations 
of all sizes. It provides reliable data protec- 
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tion for a company with few or no IT staff. 
Asigra provides this disk-to-disk backup 
software. NetMass has centers in Dallas, 
McKinney, and Houston and uses fiber- 
optic networks. 

"Our data is encrypted and compressed 
and transmitted over the Internet to a secure 
auditable facility," says Stubbs. "If we need 
to restore, it can be accomplished in less 
than 15 minutes." 

Asigra backs up about 40GB a week 
from the email system, about 10GB for 
accounting, 5GB procurement, and around 
1GB of miscellaneous material. These 
numbers represent compressed figures, as 
the software compresses data to speed up 
transmission. 

"Backup administration took us up to 
four man-hours a day, and now we only 
need a few minutes to verify the reports," 
says Stubbs. "Even if the entire facility 
went up in flames, we could go offsite, 
download our data onto new hardware, and 
be up and running rapidly." 

Features 

Asigra Managed Backup Services comes 
with a wealth of features. Besides backup 



and restore, it includes encryption, a robust 
compression engine, and extensive report- 
ing. Stubbs likes the fact that it is a clean, 
light piece of software that interacts with 
the company servers seamlessly and re- 
quired no additional hardware. In fact, it 
took up so little space that he could install 
it on an existing server. He completed the 
installation within two days without serious 
problems. 

One weakness did crop up, however. The 
entire system hinges upon Web perfor- 
mance. If there is a networking issue out- 
side the control of VAALCO, no backups 
can be completed. "The major weakness in 
our automated backup environment is 
its reliance on an Internet connection," 
says Stubbs. "If something is wrong 
with the Internet, that backup is not 
going offsite." 

When this challenge cropped up, 
VAALCO contacted NetMass. Tech- 
nicians from the firm pointed out that 
the Asigra software contained capabil- 
ities that could be used to get around 
this difficulty. As a result, they set up 
a local buffer so that if the backup 
can't go offsite, it is sent to a buffer. 
From there, the system continues to poll 
the offsite location until it establishes 
communication. Then the backup takes 
place. 

"This feature was already there in the 
Asigra software, but we weren't aware of 
it," says Stubbs. "NetMass came up with 
the solution, and the problem was solved to 
our satisfaction." 



Asigra Managed 
Backup Services 



Streamlines and simplifies backup and recovery 

"Backup administration took us up to four 
man-hours a day, and now we only need a few 
minutes to verify the reports," says Dereck 
Stubbs, an IT specialist at VAALCO. "Even if 
the entire facility went up in flames, we could 
go offsite, download our data onto new 
hardware, and be up and running rapidly." 

(416) 736-8111 
www.Processor.com/Asigra1 




When it comes to IT equipment 
liquidation or disposal, we are 
serious. Let us worry about data 
security and destruction, EPA 
regulations, transportation, down 
time and insurance. Don't tie up 
your resources or take chances with 
your data or environmental issues. 

Call DMD today! 
(877) 777-0651 



Thanks to DMD, we 
don't have to sit on 
our old computer 
equipment anymore. 



We Purchase: 

Computers/Laptops 
Networking Equipment 
Power/Environmental 
Telecom/ Network 
Complete Data Centers 
Printers 



We Offer: 

Asset Tracking/Reporting 

Deinstallation/PackingATransport 

DOD Level Data/Mechanical Destruction 

EPA Recycling/Reuse 

Ongoing Support Plans 

Technology Refresh/Install Programs 



Find out why some of the top U.S. companies and Government 
Agencies call DMD Systems Recovery. 
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DMD SYSTEMS RECOVERY, INC. 

A Slightly Different Company™ 
Toll Free: {877) 777-0651 Phone: (602) 307-0180 Fax: {602) 307-01 
Internet: www.dmdsystems.com 
Providing QUALITY GOODS and SERVICES for Industry. 
Member of AFCOM, Better Business Bureau, Chamber of Commerce. HP Authorized. Member of NAID (National Association for Information Destruction, Inc.) 
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Microsoft based Appliances 

World's largest Microsoft powered Appliance collection 




Pyramid Computer, your leading 
provider of branded appliance solutions, 
now offers the complete line of Microsoft 
security and storage product appliances 
featuring IAG and ISA server. 
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I Pyramid Computer USA 
I www.pyramid-usa.com 
I info@pyramid-usa.com 
866-745-3553 
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Solid State Disks: 

Costs, Sizes & Other Issues 



Are Traditional Disks 
Obsolete? 

by Sixto Ortiz Jr. 
• • • 

Could traditional hard drives be about 
to suffer the same fate as the floppy disk- 
ette? Floppy diskettes were once a ubiqui- 
tous method of storing data; nowadays, it's 
difficult to find a computer or laptop with a 
floppy drive. 

Today, solid-state disks, or SSDs, are 
rapidly gaining ground as a viable storage 
technology and an alternative to traditional 
hard disk technology. Even though SSDs 
today are more expensive and have smaller 
capacities than their larger hard disk 
brethren, one thing is certain: They will get 
better. So, is SSD technology worth keep- 
ing your eye on as a potential storage tech- 
nology with real advantages? Or, are hard 
disks' current capacity and cost advantages 
too large to overcome? 

No Moving Parts = Advantage SSDs? 

SSD proponents point out that the 
Achilles' heel of modern HDDs (hard disk 
drives) is the fact that they still use 
mechanical parts — rotating platters and 
read/write heads — to get the job done. So, 
access times for an HDD are determined by 
physical limitations, such as the time it 
takes for a platter to spin to the desired 
location (rotational latency) and the time it 



takes for a read/write head to move to the 
desired location (seek latency). The sum of 
these two times equals the access time for 
an HDD. 

According to findings from Solid Data 
Systems (www.soliddata.com), today's 
fastest HDDs have access times totaling 4 
milliseconds. Seems like quite a short time, 
but when you consider the fact that RAID 
systems are the storage cornerstone of 
modern business applications that rely on 
transaction volume to perform effectively, 
any bottleneck results in real performance 
hits (and real dollars lost). 

SSDs, by their very nature, contain no 
moving parts. So, says Wade Tuma, CEO 
of Solid Data Systems, "DRAM drives are 
low latency, which dramatically improves 
application throughput per server." SSDs 
feature access times in the 10-microsecond 
range, roughly 500 times faster than HDD 
access times, according to findings docu- 
mented in a whitepaper by Solid State 
Systems. These faster access times pay div- 
idends when used with high-transaction 
systems, such as corporate databases, 
because faster access times mean database 
servers can process more transactions per 
unit time. 

But, adds Tuma, it's important to note 
that these performance figures apply to 
SDRAM-based drives and not flash drives, 
which are limited in write performance and 
may not be faster than rotating disks on 
random writes. 



In fact, says Solid Data Systems' Tuma, 
when measured in terms of price per 
transaction, SSDs are already cheaper 
than traditional HDDs. So, says Tuma, 
measuring performance in terms of cost 
per byte is unrealistic for SSDs because 
this metric does not take into account the 
cost advantages that SSDs bring to the 



Advantages 

• No moving parts (potentially faster and 
less chances for mechanical failure) 

• Lighter (but not by much) 

• Less noisy 

• SDRAM-based SSDs better for high- 
volume transactions 



Advantages 

• More established in marketplace 

• Work well with modern file systems 

• Cheaper (in terms of cost per byte) 

• Larger capacities that continue to grow 



table when used in high-transaction rate 
systems. 

SSD Shortcomings 

According to Cheen Liao, president of 
Synology (www.synology.com), SSDs have 
relatively slower write speeds due to the fact 
Go to Page 26 



Disadvantages 

• Less capacity than HDDs 

• More expensive (in terms of cost per byte) 

• Less read/write cycles over lifetime (for 
NAND flash storage) 

• Relatively slower write speeds than HDDs 

• Higher manufacturing costs 

Disadvantages 

• Moving parts that limit access times and 
are prone to failure 

• Limiting factor for high-transaction-volume 
applications 

• Less expensive manufacturing keeps cost 
structure lower 



HDDs (hard disk drives) 



Solid-State Disks vs. Hard Disk Drives 



Power Cords 



AC Power Cord IEC 60320 
C14 Plug to C13 Connector 
250v Black 





1EC-6Q320 CI 3 



Item 


Length 


Amps 


Gauge 


1540 


8 inch 


10A 


18/3 


4663 


1.5 foot 


10A 


18/3 


1736 


2 foot 


10A 


18/3 


7691 


2.5 foot 


10A 


18/3 


5413 


3 foot 


10A 


18/3 


1775 


3.5 foot 


10A 


18/3 


2965 


4 foot 


10A 


18/3 


1778 


4.5 foot 


10A 


18/3 


3262 


5 foot 


10A 


18/3 


9160 


5.5 foot 


10A 


18/3 


5612 


6 foot 


10A 


18/3 


3220 


6.5 foot 


10A 


18/3 


1228 


7 foot 


10A 


18/3 


2986 


8 foot 


10A 


18/3 


4671 


1 foot 


13A 


16/3 


4403 


1.5 foot 


13A 


16/3 


4670 


2 foot 


13A 


16/3 


4142 


1 meter 


13A 


16/3 


8037 


4 foot 


13A 


16/3 


2832 


6foot 


13A 


16/3 


7365 


1 foot 


15A 


14/3 


4962 


1.5 foot 


15A 


14/3 


1965 


2 foot 


15A 


14/3 


7231 


1 meter 


15A 


14/3 


1529 


4 foot 


15A 


14/3 


7415 


5 foot 


15A 


14/3 



AC Power Cord IEC 60320 
C20 Plug to C19 Connector 
250v Black 
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IEC 60320 CIS 



Hem 


Length 


Amps 


Gauge 


2881 


1 foot 


20A 


12/3 


3101 


2 foot 


20A 


12/3 


2992 


3 foot 


20A 


12/3 


3002 


4 foot 


20A 


12/3 


7784 


5 foot 


20A 


12/3 


2928 


6 foot 


20A 


12/3 


1007 


2.5 meter 


20A 


12/3 


7995 


3 meter 


16A 


12/3 


3779 


3 meter 


20A 


12/3 
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AC Power Cord IEC 60320 
C14 Plug to C19 Connector 
250v Black 




IEC 6D 320 CH 



Item 


Length 


Amps 


Gauge 


9431 


1 foot 


15A 


14/3 


9430 


2 foot 


15A 


14/3 


6201 


3 foot 


15A 


14/3 


9429 


4 foot 


15A 


14/3 


6154 


4.5 foot 


15A 


14/3 


9428 


5 foot 


15A 


14/3 


4586 


6 foot 


15A 


14/3 



AC Power Cord NEMA 5-15P Plug 
to C19 Connector 
12Sv Black 




IEC-60320 CI 9 



Item 


Length 


Amps 


Gauge 


8788 


2 foot 


15A 


14/3 


8826 


3 foot 


15A 


14/3 


9118 


5.5 foot 


15A 


14/3 


1409 


8 foot 


15A 


14/3 


8723 


14 foot 


15A 


14/3 



AC Power Cord IEC 60320 
C20 Plug to C13 Connector 
250v Black 




[tern 


Length 


Amps 


Gauge 


9509 


1 meter 


15A 


14/3 


8047 


2 meter 


15A 


12/3 


9157 


2 meter 


15A 


14/3 


4177 


6 foot 


10A 


H05W-F 3G1.5 


9183 


6 foot 


15A 


14/3 



Premise Wiring 



Power 



To Order Cord Sets Visit 
www.StayOnline.com 
Call 888-346-4688 
Or Email pcs@stayonline.com 



AC Power Cord NEMA 5-15P 
Plug to C 13 Connector 
I25v Black 




Item 


Length 


Amps 


Gauge 


5917 


1 foot 


10A 


18/3 


3862 


15 Inch 


10A 


18/3 


2996 


1 .5 foot 


10A 


18/3 


1092 


2 foot 


10A 


18/3 


3858 


3 foot 


10A 


18/3 


7232 


4 foot 


10A 


18/3 


1063 


5 foot 


10A 


18/3 


6085 


6 foot 


10A 


18/3 


8797 


7.5 foot 


10A 


18/3 


4680 


8 foot 


10A 


18/3 


4679 


10 foot 


10A 


18/3 


5444 


12 foot 


10A 


18/3 


2966 


15 foot 


10A 


18/3 


3581 


20 foot 


10A 


18/3 


1394 


25 foot 


10A 


18/3 


7983 


15 foot 


13A 


16/3 


3284 


2 foot 


13A 


16/3 


8778 


1 meter 


13A 


16/3 


1597 


3 foot 


13A 


16/3 


6755 


4 foot 


13A 


16/3 


8829 


5.5 foot 


13A 


16/3 


8779 


2 meter 


13A 


16/3 


2889 


6 foot 


13A 


16/3 


7853 


8 foot 


13A 


16/3 


8780 


3 meter 


13A 


16/3 


7238 


10 foot 


13A 


16/3 


7534 


20 foot 


13A 


16/3 


3268 


1 foot 


15A 


14/3 


2133 


1 .5 foot 


15A 


14/3 


3267 


2 foot 


15A 


14/3 


8612 


1 meter 


15A 


14/3 


8874 


3 foot 


15A 


14/3 


1795 


4 foot 


15A 


14/3 


8831 


5 foot 


15A 


14/3 


8605 


2 meter 


15A 


14/3 


2888 


6 foot 


15A 


14/3 


1924 


8 foot 


15A 


14/3 


8611 


3 meter 


15A 


14/3 



Racks & Cabinets 
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Electrical Backup 
In The SME 



How Much Redundancy 
Is Enough? 

by Curt Harler 
• • • 

Today's 24/7 demands on enterprise 
servers require that small to midsized enter- 
prises have reliable electricity. In case of 
disaster, a backup electrical source is 
important. Forget about storms such as 
Hurricane Katrina. If your area gets nailed 
with a storm of that magnitude, your opera- 
tions are toast. But there are a host of 
smaller disasters — an overnight ice storm, a 
truck hitting a transformer, a daydreamer 
on a backhoe — that can cost your data cen- 
ter its power for up to several hours. 

The amount of redundancy is determined 
by the level of availability the application 
requires, says Bob Woolley, director of 
technical quality management at Lee 
Technologies (www.leetechnologies.com). 
"High-availability applications need multi- 
ple levels of redundancy and vice versa," 



he says. "Availability is driven by the criti- 
cality of the application, most often mea- 
sured in the cost of downtime." 

"There is no simple answer regarding 
the need for electrical redundancy," agrees 
Brad Amano, business development man- 
ager, power quality, of MGE UPS SYS- 
TEMS' Office Protection Systems (www 
.mgeups.com). "The need for redundancy is 
based upon the nature of the business and 
the criticality of the applications. This can 
vary greatly between a 24/7/365 operation, 
which is highly dependent on technology — 
say, an ISP or a call center — and a situation 
that involves more manual processes," 
Amano says. "These variables determine 
the cost of downtime associated with dif- 
ferent businesses." 

In short, if yours is an SME with comput- 
ing requirements that absolutely cannot 
stop running, the cost of downtime will far 
outweigh the cost of electrical backup. 
However, the company's general email or 
accounting systems should be able to toler- 
ate a minute of downtime now and then. 



If yours is an SME with computing 
requirements that absolutely cannot stop 
running, the cost of downtime will far 
outweigh the cost of electrical backup. 



The need for redundancy is also based 
upon the standards established by the SME. 
This is expressed in terms such as "five 
nines," which indicates that a system is up 
and running 99.999% of the time. This is 
the level of reliability found in the standard 
telephone network. To achieve this system 
availability, an SME must have a specific 
strategy for its systems architecture. 

The parameters for time and power are 
highly dependent on the mission-critical 
applications. "If the connected equipment 
is a point-of-sale device and it simply needs 
to close out a transaction before shutting 
down, then time and power are low but 
extremely important in maintaining system 
integrity," Amano says. In a manufacturing 
environment, time and power requirements 
may involve the completion of a full 
machine cycle, particularly if a midcycle 
shutdown will create several additional 
hours of downtime due to cleaning, recali- 
bration, and equipment preparation. The 
computers supporting the process must be 
able to function well beyond that time 
frame. 

Providing Power 

A recent study by Stanford University's 
Jonathan Koomey shows data center equip- 
ment and infrastructure energy consump- 
tion in the United States totaled $2.7 billion 
in 2005 (the most recent year studied) and 
$7.2 billion worldwide. All of that power 
needs to be backed up in case of failure. 



The Cost Of Reliability 



Any backup system has its initial capital cost. 
However, the operational cost of keeping the 
backup system running must be budgeted, 
too. Maintenance is a big part of that cost. 

If you are pushing a pencil on those operating 
costs, Bob Woolley, director of technical 
quality management at Lee Technologies 
(www.leetechnologies.com), says a good 
rule of thumb for ongoing maintenance with 
a standby generator is about $3,600 per 
megawatt. For the truly mission-critical 
application, that is a small price to pay for 
business continuity. 



Power protection can be provided cen- 
trally, distributed, or both. For a seamless 
transition to backup power, Amano recom- 
mends a combination of UPSes and genera- 
tors for the entire enterprise as the ultimate 
solution but acknowledges that this strategy 
will incur a significant capital outlay. "In 
order to balance the cost of backup with the 
cost of downtime, it is critical to evaluate 
the individual systems within the enter- 
prise," Amano says. "Centralized power 
protection can be provided for a short peri- 
od in order to accommodate orderly shut- 
downs and distributed power protection. 
Extended runtime UPSes or a combination 
of UPSes and generators can be provided 
only to the critical systems required to con- 
duct the basic operations of the business 
and avoid incurring unnecessary costs or 
losing revenue or credibility," he says. 

Woolley notes that an SME should con- 
sider buying the expertise rather than the 
equipment. It can place its high-availability 
applications (such as Web commerce) with 
a hosting company if it cannot afford the 
Go to Page 26 
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MAGNETICS 



Scratch pool not adequate? 
Litigation requiring you to retain all data? 
Migrating to new technology in the near future? 
Tape needs increasing but your IT budget shrinking? 



100% Full Length Tested 
10 Year Published Warranty 
All Major Brands at a Fraction of New Tape Prices 
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Just can't get your raised floor area cool enough? 
GRAHAM COOL CONTROL eliminates hot spots, increases 
cooling capacity while reducing energy usage. 

Concerned about performance of your LTO Tape Library? 

GRAHAM VERITAPE Unit provides LTO tape performance history 

offline in seconds. 
800-433-7720 
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information you need, from sources 
you can trust 
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Solid State Disks: 

Costs, Sizes & Other Issues 



Continued from Page 24 
that current file systems are not designed to 
take advantage of SSDs. So, adds Liao, "file 
systems are needed to adapt to SSDs." 
Today, says Liao, capacity and write speed 
are the main concerns surrounding SSDs. 

Western Digital (www.westerndigital 
.com), a manufacturer of HDDs and other 
storage devices, is not convinced that SSDs 
are a tidal wave about to sweep HDDs 
away from the storage landscape. 

"We believe," says Steve Shattuck with 
Western Digital, "that much of the chatter 
about solid-state disks [SSDs] has been 
presented without a solid, lab-tested foun- 
dation." 

For example, he adds, SSD proponents 
have pointed out that SSDs are lighter, qui- 
eter, sturdier, and more energy-efficient 
than HDDs. But, Shattuck points out, 



Western Digital's comparisons have indi- 
cated that SSDs are lighter than HDDs by 
only 15 grams. And, while Western Digital 
concedes SSDs are indeed quieter, Shattuck 
points out that HDDs in notebooks, for 
example, are nearly inaudible and produce 
about 22dBA of noise. 

In terms of energy efficiency, adds 
Shattuck, SSDs and HDDs both do not use 
significant amounts of energy — such as 
notebook battery power — to make a signifi- 
cant difference. And in terms of reliability, 
he says, NAND flash-based SSD technolo- 
gy can only achieve about 100,000 read/ 
write cycles, a stark contrast to the 10 
quadrillion cycles HDDs can achieve over 
their lifetimes. 

"It will be interesting," says Shattuck, "to 
see how SSDs perform over time in com- 
puting applications." 



The Future 

Today, SSDs are more expensive and 
have less capacity than traditional HDDs. 
But, is that about to change, and if so, how 
soon? 

According to Shattuck, "Western 
Digital does not believe that the sig- 
nificant hard drive capacity-per-cost 
advantage over SSDs will change dra- 
matically over the next few years, espe- 
cially with mainstream hard drive form 
factors, including 3.5-inch and 2.5-inch." 
Also, he adds, hard drive densities are 
growing at solid rates (at least 40% per 
year), and high-capacity storage is 
in greater demand than ever before with 
new applications such as video, music, 
and photography. 

According to Solid Data Systems' 
Tuma, solid-state disks and hard drives 
will both continue to get cheaper, so pric- 
ing is not likely to even out. But, 
he adds, price per byte should not be 
the metric used to compare SSDs to 
HDDs because SSDs are already cheaper 



July 13, 2007 

when measured in terms of price per trans- 
action. 

"SDRAM-based disks," says Tuma, "are 
the best way to increase transaction perfor- 
mance and to prevent server overload dur- 
ing peak periods. So, they are a lifesaver in 
high-transaction-rate apps." 

In the future, he says, SSDs and disks will 
co-exist much as disks still co-exist with 
tape. But, Tuma predicts, SSDs will ". . . sit 
at the peak of the storage hierarchy." 

The Bottom Line 

One thing's for sure: SSDs are here to 
stay and will become a viable and valid 
alternative for storage. But, one technolo- 
gy will not completely supplant the other 
in the data center; instead, both will co- 
exist as administrators deploy SSDs under 
certain circumstances and stick with 
HDDs under others. Data center adminis- 
trators should review their needs and 
deploy SSDs where they bring the most 
value. In some cases, it may be wise to 
wait for SSD technology to catch up in 
terms of both capacity and cost. 



Electrical Backup In The SME 



Continued from Page 25 
required infrastructure. Otherwise, he says, 
the normal amount of redundancy for a 
mission-critical application is n+1 (the 
amount needed for full load plus one unit). 

Use of a secondary electrical source sim- 
ply provides an additional level of redun- 
dancy for the enterprise and preserves the 
UPS and generator power to guarantee 
power availability in the unlikely event of 
the loss of the secondary source. 

Dual Grids? 

Phone lines often are set up to access 
different central offices to assure uptime. 



In some cases, an enterprise can tap into a 
second electrical grid to guarantee against 
loss of power. While there are several 
ways to address this issue, most involve 
significant investments in infrastructure — 
investments that are beyond reality for 
SMEs. 

"There are some opportunities with 
phone lines and Ethernet lines, but there are 
definitely limitations to the amount of 
power and distance which can be accom- 
modated," Amano says. He says that such a 
solution is likely not cost-effective for the 
SME space, but it depends on the expecta- 
tions for uptime. 



Woolley agrees that redundant electrical 
grids are not necessary for the vast majority 
of applications. "That would be considered 
impractical from an ROI standpoint for 
most SMEs," he says. 

In fact, few locations have the luxury of 
multiple electrical grids in the immediate 
vicinity. "Even when available, it is expen- 
sive to have additional electrical service 
installed. True redundant electrical grids 
are a rarity in the industry and are typically 
found only in very high-end applications," 
Woolley says. 

Adding It Up 

Woolley says there is no reason to go 
overboard with systems unless there is a 
compelling reason to get generators that 



provide long-term power. "A standby gen- 
erator is a backup electrical source," he 
notes. "Most enterprises can achieve high 
levels of availability with a UPS/standby 
generator setup." 

With today's facility or large data center 
systems, Amano says it is typical to find 
the cost of service contracts to provide 
scheduled preventive maintenance and bat- 
tery maintenance is about equal to the ini- 
tial acquisition costs. 

"With smaller UPSes in a distributed 
architecture, there are generally fewer 
maintenance costs and considerations," 
Amano says. "The key maintenance cost 
with these units is the cost of battery 
replacements every three to five years in 
order to ensure optimum performance." 



Environmental Monitoring 

www.Processor.com/AVTECH1 5 



Solutions Start At 

$245 



June 8, 2007 




Protect Your IT Equipment.. .Don't Wait Until It's Too Late! 

• Digital Temperature, Digital Humidity, Main / Digital Power 

• Flood, Smoke, Sound, Light, Entry, Air Flow, Cameras, 
Dry Contacts, Switch Sensors, More. 

• Alerting, Automatic Corrective Action, Logging, More. 
•Web Interface, Ethernet, SNMP, Wireless, More. 



AVTECH 

Software 



221 Third Street 
Newport, Rl 02840 
Phone: (401) 847-6700 
Sales: (888) 220-6700 
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SOLUTIONS, LTD 
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Air Conditioned Cabinet 

•From 1,800 to 10,000 BTU 

• Rackmount & Sidemount 

• Three sets of L-shaped 
universal vertical rails 

• Base, casters, and leveling 
feet standard 

• Removable side panels 

• Lexan front door (or solid 
steel) w/ lockable handle 

• Steel rear door with lock- 
able swing door handle 

• Avail, in heights of 24u, 30u, 
35u, 40u, 42u, 44u, 48u; 
depths of 24", 30", 36" and 
42"; widths of 19", 23" & 24" 

915 S. Jupiter Road 
Garland, TX 75042 
Phone: (866) 207-6631 
Fax: (972) 276-6484 
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$2,497 



RACK IT - STACK IT - MOUNT IT - HANG IT 
Tired of Overheated Server Rooms? The CoolCube 10 
Offers an Exceptional Cooling Solution for Electronics. 

• 50% smaller than competitors, provides 10,000 btu/hr 

• Installs into any 2 or 4 post 1 9" rack or is portable in room 

• Automatic restart function for power outages 

• Cost-effective for after-hours and weekend cooling 

• Uses standard 115 VAC power source 



RACKMOUNT 

SOLUTIONS, LTD 

where customer service matters 



915 S. Jupiter Road 
Garland, TX 75042 
Phone: (866) 207-6631 
Fax: (972) 276-6484 
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GO 
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Portable Air Conditioning 

Ideal For: 

• Server Rooms 

• Electronic Equipment 

• Primary, Supplemental, 
or Emergency Cooling 

Featuring: 

• Rentals and Sales 

• Installs in Minutes 

• Locations Nationwide 

MOVINCOOL 
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Atlas Sales & Rentals, Inc. 

THE PORTABLE COOLING & HEATING SPECIALISTS 



PO Box 988 

Phone: (800) 972-6600 



Newark, CA 94560 
Fax: (510) 713-3311 



Power Distribution 
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CYBER© SWITCHING® 


- 




Galaxy Series 



Galaxy Series 3-Phase Power Distribution 

Single or Dual Input Cords 

2 Pole Circuit Breaker Protection 

Horizontal Format 

208-240V 3-Phase Input at 20A, 30A, or 50A 



CYBER@SWITCHING® 



1281 Wayne Ave 
Phone: (888)311-6277 



San Jose, CA 95131 
Fax: (408) 436-9828 



Power Management 

www.Processor.com/ServerTechnology10 




November 10, 2006 

Switched CW-24V2 

Power cycle individual or 
groups of outlets to remotely 
reboot network devices. 

• 208V to 240V Single or 3- 
Phase power at 20 or 30A 

• Access and Security: Web 
interface, SSL, SSH, 
Telnet, SNMP, LDAP, 
TACACS+, and RS-232 
access 

• Environmental Monitoring 

• Fuse Retractor 
•High-Density 24IECC13 



1040 Sandhill Road 
Reno, NV 89521 
Phone: (800) 835-1515 
Fax: (775) 284 2065 
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What's Happening 



Core Makes An Impact 



Information Security Company 
Helps SME Protect What's Important 



by Don Reisinger 

In an age where a company's data security 
is constantly being put into question, there 
are typically two constants: an IT manager 
who is charged with the task of protecting the 
firm's important information and a host of 
security "solutions" that claim to be the best 
source for total SME protection. That said, 
some security firms are successful in bring- 
ing data center managers the solutions they 
need to protect sensitive information. One 
such company is Core Security Technologies 
(www.Processor.com/CoreSec). 

The Core Business: CORE IMPACT 

As Max Caceres, director of product man- 
agement at Core Security Technologies, 
points out, his employer "was the first com- 
pany to successfully create the first commer- 
cial-grade product that allows organizations 
to safely use actual attacker methodologies in 
real- world attack scenarios." 

This product, known as CORE IMPACT, 
"is an automated penetration-testing product 
that enables a data center manager to actively 
exploit vulnerabilities within a network by 
replicating the kinds of access an intruder 
could achieve in a real attack." Besides this, 
CORE IMPACT enables administrators to 
identify what resources are exposed and to 
determine if security investments are suc- 
cessfully detecting and preventing attacks. 

The Core Security Technologies research 
and development division is split into two 
teams: one group that focuses on developing 
completely new products and another team 
that helps improve existing products. 
Currently, the company is focusing its efforts 
on the CORE IMPACT brand, introducing 
new options and features for the product. 



Dating back to 2004, the CORE IMPACT 
system has seen a number of improvements 
and alterations. Three years ago, Core 
Security released the first update to the sys- 
tem, currently called Rapid Penetration 
Testing. This process effectively allows data 
center managers to test the security of their 
infrastructure without needing to perform a 
manual test. The Rapid Penetration Testing 
feature gives data center managers a step- 
by-step guide on how to check their systems 
and ensure security. But it is the center of 
this application that foretells the future of 
Core Security: automation. Without the need 
for constant interaction with the system, data 
center managers are not only more capable 
of performing more important tasks as 
CORE IMPACT is running, but overall job 
efficiency can be maximized. 

In response to new attacks, Core Security 
has constantly updated both the CORE 
IMPACT system and its Rapid Penetration 
Testing application. Just this past year, the 
company released an update to further sim- 
plify penetration testing for data center 
managers and continue its trek toward full 
automation. Realizing an IT manager's 
time is valuable and limited at best, the 
company streamlined the somewhat 
lengthy step-by-step automation process 
and added new features, such as phishing 
recognition, to help data center managers 
assess their companies' risks. 

Looking Ahead 

Core Security Technologies is keenly 
aware of the future threats all data center 
managers will face. The main focus of the 
company is to monitor the methods mali- 
cious hackers are currently using to attack 
businesses and understand these techniques 



as well as possible. Upon fully understand- 
ing the methods hackers use to worm their 
way into enterprise systems, Core Security 
attempts to mimic these methods and incor- 
porate them into CORE IMPACT. Once the 
company has improved the system and 
defined a significant number of new attacks 
that the current version does not address, it 
will typically release an update. It is this 
daily struggle for knowledge and under- 
standing that Core Security Technologies is 
focusing on for the future. 

Although the company does not have any 
new products coming soon, its focus is 




squarely on maximizing the usefulness and 
efficiency of its CORE IMPACT system. As 
Caceres points out, "[Core Security's] tech- 
nical experts are continually researching 
emerging threats and writing safe exploits 
that reflect the latest hacker techniques. . . . 
[Our] strength in developing exploits has 
earned us great respect in the world of secu- 
rity researchers and has put the company's 
exploit developers in demand for teaching 
others how to write exploits." 

As Caceres explains, Core Security 
Technologies' main competitors are "third- 
party consultants who use proprietary and 
publicly available software for penetration 
testing." But, he notes, this option is "expen- 
sive" and "testing effectiveness depends on 
the skill of the tester, not the quality of the 
tools." But possibly the most harmful effect 
of hiring a third-party security firm, accord- 
ing to Caceres, is that most companies can 
only afford to bring these firms in "once or 
twice per year." The infrequency with which 
security firms evaluate a company's security 
could easily leave a company defenseless for 
months against new types of attacks. 



An obvious competitor to Core Security 
Technologies is the significant number of 
vulnerability-scanning products that are 
available on the market. These products 
quickly and easily scan a company's net- 
work and examine possible problem areas. 
Unfortunately, these products do not ade- 
quately address the issue of what a data 
center manager could do to ward off a suc- 
cessful attack like CORE IMPACT does. 
Even worse, Caceres explains, "vulnerabili- 
ty scanners only list what the potential vul- 
nerabilities are and do not probe deeper to 
reveal the true threats they pose to assets 
when they are exploited." 

Perhaps the most cost-effective and robust 
alternative to CORE IMPACT is an open- 
source penetration testing application. This 
type of product is not only free to use, but its 
source code is readily available and editable 
so you can tailor it to your own company's 
needs. CORE IMPACT is a closed-source 
product that is uniquely qualified to address 
many issues for companies both big and 
small. Open-source products give data cen- 
ter managers the ability to modify the pro- 
gram in a way that would make it more real- 
istic for company use. But, its code is freely 
available to both data center managers and 
hackers. With both groups having access to 
the same code, Caceres believes it "defeats 
the purpose of seeking to fortify the safety of 
the network in the first place." 

Core Security Technologies has devel- 
oped the first penetration-testing platform 
that promises better security and improved 
understanding of the issues an enterprise's 
network may face. With the help of CORE 
IMPACT, data center managers in SMEs 
can quickly and efficiently garner a signifi- 
cant amount of information about how well 
their companies' data is protected. Core 
Security is focused on continually improv- 
ing CORE IMPACT in order to stay ahead 
of the competition it faces. 



THREE QUESTIONS 



Certified Used 
Tapes Save Money 

Tape Media Manufacturer 
Turns To Recycling Media 

by Daniel Dern 



Founded in the mid-1960s, Graham Magnetics (www. graham 
magnetics.com) was one of the first manufacturers of tape media 
for the computer storage industry. 

Today, as part of electronic discovery and data restoration company 
eMag Solutions (www.emaglink.com), the Graham Magnetics divi- 
sion provides products, including its Graham Certified used media, 
and services that help companies purge data from their tape media 
inventory so they can reuse, sell, or dispose of them without risk of 
data exposure, according to Marvin Howell, general manager of the 
Graham Magnetics division. "We don't manufacture tape anymore," 
notes Howell. 

Howell has been with Graham Magnetics for 33 years. "I was the 
10th hire," he says. During this time, Howell has been district man- 
ager in southern California, product manager for media, and manag- 
ing director of a European subsidiary. 



■ What are the biggest IT- 
related issues facing today's 
small to midsized enterprise? 

"One: How do I back up all the data 
I have in the time frame I have?" 
according to Howell. "Backup win- 
dows are getting shorter, and the 
amount of data is getting greater." 

Another big issue, Howell says, is 
having the appropriate amount of 
cooling in data centers, as data cen- 
ters bring equipment in and out— not 
too little or too much. 

Third, as a consequence of both, 
"How do I pay for it all— backup sys- 
tems and media, cooling, and other 
IT concerns, with all IT's budget con- 
straints?" 

■ What should Processor 
readers know about your 
company's products? 

"Graham Certified," Howell explains, 
"means we certify that the data that 
was on the tapes has been erased 
to a level that meets compliance 
requirements— it can't be recovered. 



And we're also certifying that the con- 
dition of tapes is as good as new . . . 
or we won't sell them. We assume 
the warranty— we put our name and 
a date code and back a tape for 1 
years." Generally, notes Howell, com- 
panies can save 30 to 40% by buying 
Graham Certified media vs. buying 
new tapes. 

Graham Magnetics is also quickly 
building its service side, says Howell. 
"It will probably surpass media sales 
in the next few years." For example, 
"Our Intelligent Asset Management 
Program can 100% eradicate the 
data on a company's tapes, such as 
old tapes containing sensitive data, 
without damaging the tapes or the 
servos guide tracks," Howell explains. 
"So the tapes still have value to the 
user— they can be reused or resold. 
And the resale value of tapes nor- 
mally exceeds the cost of data erad- 
ication, so it becomes a form of as- 
set recovery rather than a cost for 
someone to come and destroy 
them. We will even go onsite to 
perform the data erasure." 

Other products from Graham 
Magnetics include Graham Cool 



Control which, says Howell, "lets 
companies that have raised-floor 
data centers and computer rooms 
reduce their cooling costs by 30 
to 40% without using any more 
energy." 

■ What makes your company 
unique? 

"We are the only company in this 
business that has also been a tape 
manufacturer," states Howell. "Our 
Texas plant is 130,000 square feet, 
which is very big. This means we 
have a lot of technical expertise 
and equipment and a unique under- 
standing of what's involved in mak- 
ing quality tape cartridges. And 
we handle the full product line of 
tapes— virtually every kind of tape 
out there. Some of our competition 
may be more restricted in what they 
offer." 

Additionally, Howell says, "We test 
every single cartridge and certify 
it. There are other companies in 
the recycled tape business, but 
their processes are very different 
from ours. I've never seen another 
company issue the same guarantees 
that we do." 
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Power Management 

www.Processor.com/SLS 




9 

Server Technology/ Inc. 



April 6, 2007 

How Do You Ensure 
Maximum Uptime for Your 
Critical Devices? 

Smart Load Shedding 

Manage individual devices 
based on Temperature, 
Current Load, or UPS Power 
Status: 

• Integral Web Based GUI 

• Remote Shutdown Agent 

• Event Notification 

• All UPS Types 

• Auto-recovery 



1040 Sandhill Rd 
Reno, NV 89521 
Phone: (800) 835-1515 
Fax: (775) 284-2065 



Power Management 

www.Processor.com/ServerTechnology9 



September 1, 2006 




Enterprise View 

■ Remote managment of STI Sentry PDUs over IP 

• View your entire system from Global View down to the 
rack level 

■ Centralized event logging with extensive logs and reports 

• Thermographic mapping shows a visual depiction of hot 
spots in your data center 



Server Technology/ inc. 



1040 Sandhill Rd 
Reno, NV 89521 
Phone: (800) 835-1515 
Fax: (775) 284-2065 



Power Management 
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24 Receptacles 



j LCD Display 

RS232 Access 



24 Receptacle Remote Power Monitoring & Distribution 

• Current, Voltage, Power, and Temp Monitoring 

• LCD Screen Display 

• RS232 Interface 120/208VAC 10,20,30A Models 

• Power Distribution and Monitoring In One Unit 



5239 Avenue A 
Long Beach, MS 39560 
Phone: (800) 523-2702 
Fax: (228) 563-7335 
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Power Management 

www.Processor.com/Baytech1 



February 3, 2006 




RS232 Access 
8 Rebootable Receptacles 

8 Receptacle Power Control and Monitoring 

► Current, Voltage, Power, and Temp Monitoring 

► LCD Screen Displays Power Monitoring Information 
►RS232 interface, 120/208VAC 10,20,30A Models 

► Turn On, Off, or Reboot any or All Receptacles 



5239 Avenue A 
Long Beach, MS 39560 
Phone: (800) 523-2702 
Fax: (228) 563-7335 



Power Protection 

www.Processor.com/Baytech2 



February 3, 2006 



RS232 Port 



Transfer Switch 




4 receptacles 
per side 



8 Receptacle Power Control / Monitoring w/Trans Switch 

• Current, Voltage, Power, and Temp Monitoring 

• Automatic Transfer Switch 

• RS232 or Network Interface 120/208VAC 10, 20, 30A Models 

• Turn On, Off, or Reboot any or All Receptacles 



5239 Avenue A 
Long Beach, MS 39560 
Phone: (800) 523-2702 
Fax: (228) 563-7335 



Power Protection 

www.Processor.com/ServerTechnology6 



September 1, 2006 




Sentry 30-A Fail-Safe Transfer Switch provides fail-safe 
redundant power to single-power corded equipment. 

• Fast Transfer Rate - Power interruption will not affect 
equipment uptime or performance 

• Patented arc-suppression and power in-feed sharing 
technology extend product life and performance 

• High Density - 100 to 240V and 16/32A 



1040 Sandhill Rd 
Reno, NV 89521 
Phone: (800) 835-1515 
Fax: (775) 284-2065 
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Racks & Furniture 

www.Processor.com/Hergo2 




^hergo 



TECHNICAL 
WORKSPACE 
SOLUTIONS 



July 28, 2006 

Rackmount Enclosure 
Cabinet 

► 19" Enclosure 

► 42 U x 36" Deep 
» 4 Mounting Rails 

► Front and Rear Lockable 
Doors, choice of Solid, 
Tempered Glass or 
Perforated 

► 2 Removable and Lockable 
Side Panels 

» 4 Dual Wheels 

On Sale and ready to go! 



56-01 55th Avenue 
Maspeth, NY 11378 
Phone: (888) 222-7270 
Fax: (888)410-0671 



Racks & Furniture 

www.Processor.com/Hergo3 
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TECHNICAL 
WORKSPACE 
SOLUTIONS 



December 8, 2006 

Relay Rack 
4 Post 19" Relay Rack 

► Vertical Mounting Space: 
12U, 26U, 42U 

» Offered in 3 Depths: 
24", 30", 36" Deep 

• 4 Heavy-Duty Steel 
Uprights 

► 4 Gliders 

► Ships Knock-Down 

• Easy to Assemble 



56-01 55th Avenue 
Maspeth, NY 11378 
Phone: (888) 222-7270 
Fax: (888)410-0671 



Racks & Furniture 

www.Processor.com/Rackmount24 




July 7, 2006 

NEBS Server Cabinet 
Certified to Seismic Zone 4 

Based on the standard, patented 
frame design of our RS, RSP and 
FRS server rack series, this 
NEBS-compliant configuration 
has been tested and certified to 
meet Telcordia (Bellcore) GR-63- 
CORE requirements for ZONE 4 
seismic earthquake environ- 
ments. 

GSA #GS-35F-0208R 



RACKMOUNT 

SOLUTIONS, LTD 

where customer service matters 



915 S. Jupiter Road 
Garland, TX 75042 
Phone: (866) 207-6631 
Fax: (972) 276-6484 



Racks & Furniture 
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RACKMOUNT 

SOLUTIONS, LTD 

where customer service matter 



September 1, 2006 

Large Cable Bundle 
Network Rack 

► Need a COMM rack with the 
rack rails moved to one side 
to accommodate large 
cable bundles? 

► You have the option to slide 
your vertical rack rails hori- 
zontally as well as vertically. 
Set your rackmount width to 
19 or 23 inches. Talk about 
versatility! 

► Slide the rack rails to one 
side of the cabinet, allowing 
for additional 4 to 9 inches. 



915 S. Jupiter Road 
Garland, TX 75042 
Phone: (866) 207-6631 
Fax: (972) 276-6484 



Racks & Furniture 

www.Processor.com/Rackmount70 




RACKMOUNT 

SOLUTIONS, LTD 

where customer service matters 



March 30, 2007 

Sound-Dampening 
Quiet Server Rack 

* This sound-dampening 
server rack is designed for 
applications that require a 
quieter environment than the 
average server room 

► Two sets of "L"-shaped 
adjustable universal mounting 
rails on a patented aluminum 
extruded welded frame 

* Side panels with full sound 
foam sheet; foam sealing tape 
between panels and frame 

» Vented front door 



915 S. Jupiter Road 
Garland, TX 75042 
Phone: (866) 207-6631 
Fax: (972) 276-6484 



Racks & Furniture 

www.Processor.com/ISC5 




ISC 



March 10, 2006 

Low Profile 
19" Server Cabinet 

• Available in variety of sizes: 
6U, 9U, 12U, 15U,or18U 

• Cabinet depth choice of 
32"D or 39"D 

• Quick-release reversible 
hinged doors 

• Universal rack rails fit all 
major brand servers 

• Vented top and bottom 
panel with cable plate 

• Leveling feet 

To Learn More, Visit: 
www.Processor.com/ISC5 



Information Support Concepts,^ 



714 N. Watson Road, Suite 302 
Phone: (800) 458-6255 



Arlington, TX 76011 
Fax: (817) 649-1770 



Server 
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Racks & Furniture 

www.Processor.com/Hergo4 




hergo 



TECHNICAL 
WORKSPACE 
SOLUTIONS 



February 16, 2006 
Technical Furniture 

• 72"H x 30"W frame and leg 
assembly on flat levelers 

• (2) 30"W x 18.5"D mounting 
shelves 

• 30"W x 25"D leg mounted 

• Set of 19" rackmount 
brackets - 3.5"H x 12"D 

• (2) 30"W horizontal 
aluminum tracks for 
mounting of flat panel 
monitor, keyboard and 
mouse tray 

• Power/cable management 
optional locking and 
non-locking casters 

56-01 55th Avenue 
Maspeth, NY 11378 
Phone: (888) 222-7270 
Fax: (888)410-0671 
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Rackmount LCD Drawer 
w/KVM Over IP 

$1900 

New Product! 



i-Tech Superstore for Rackmount LCD Console Drawer 

• 1 5", 1 7", 1 9" & 20" is also available 

• Optional with 8/1 6 ports KVM 

• New integrated with Remote Access via CAT5 and via IP 

• New SUN Solaris Rackmount Keyboard 

Free Grd Shipping for all Rackmount LCD KVM Drawers! 



I-TECH 

COMPANY 



42828 Albrae St 
Fremont, CA 94538 
Phone: (888) 483-2418 
Fax: (510) 372-2736 



May 25, 2007 



Prices starting at 

$695 1 U Rackmount Server 



Mendax RackServ1025 complete with E-SATA Port 

• Supports Intel Core 2 Duo processors and P4s 

• Supports up to 4GB of DDR2 SDRAM 

• Two Fixed 3.5" SATA drive bays 

• Single 10/100 NIC 

• Front External SATA Port 



)Msndax 



82 Margaret St, #132 
Pittsburgh, NY 12901 
Phone: (800) 963-6329 
Fax: (800) 963-0431 



orage 
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December 15, 2006 



1U 4-Bay Multi I/O RAID/JBOD Storage 

EnhanceRAID™ R4 RAID embedded or HBA dependant 
storage system with 4+ hot swappable HDD drive trays 
RAID Configuration JBOD Configuration 

• U320 SCSI • Multi-lane SATA/SAS 

• GbE iSCSI • Port Multiplier 

• Firewire/USB • eSATA 



ENHANCE 



TECHNOLOGY, INC. 



12221 Florence Ave 
Phone: (562) 777-3488 



Santa Fe Springs, CA 90670 
Fax: (562) 777-3499 



orage 

www.Processor.com/SansDigital 



June 8, 2007 




ACCNAS Hybrid NAS 
iSCSI Solution 

Call 
for Price 



Supports both File-Level & Block-Level access in one unit 
RAID-on-Raid for External Volume 
Built in Multiple Volume Snapshots 
NAS-to-NAS Folder Replication: Asynchronous, 
Scheduled Differential & Full Copy 
NAS-to-NAS Mirroring with Automatic Failover 
Available in Portable Tower, 1 U and 2U Form Factors 



ANS 

IEITAL 



Your One-Stop Storage Solution Provider 



10038 Pioneer Blvd. 
Santa Fe Springs, CA 90670 
Phone: (562) 949-1988 
Fax: (562) 949-3328 
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omponems 

www.Processor.com/Dynapower 




January 19, 2007 



TC-iStar 500W+500W Redundant Power Supply 

Dual AC INPUT design 

Hot-swappable/hot-pluggable redundancy function 
Load sharing design for smart stress and heat distribution 
Hold up time: 16ms at max load and normal input voltage 
Over power, voltage, and short circuit protection 
Strong power signal and cooling fan 



TC-iStar 

www.tc-fStar.coni 



230 Paseo Sonrisa 
Walnut, CA91789 
Phone: (888) 696-3962 
Fax: (909) 598-3465 



enai Networking 

www.Processor.com/EasySync 



February 9, 2007 




INDUSTRIAL RANGE: USB TO SERIAL CONVERTERS 

• Rugged metal enclosures 

• Large range of serial port models 

• RM models with built-in universal switch mode PSU with 
others having brick type PSU 

• Choice of RS232, RS422, RS485 serial interface ports 
with surge protection 



■■■■I 
in 

EasySYNC 1 



7235 NW Evergreen Pkwy 
Suite 600 

Hillsboro, OR 97124 
Phone: (503) 547-0909 



E 



ppncation Networking 

www.Processor.com/Traffic 



APRIL 27, 2007 




TRAFFIC SHAPING FIREWALLS 
Network Visibility & Reporting 

Stop wondering what is happening within the network and 
start taking control 

Unified bandwidth management combines network traffic 
shaping, network load balancing, and Site2Site VPN opti- 
mization with enterprise-class security 



XRoads 



Unified Bandwidth Management™ 



1 71 65 Von Karman, Suite 1 1 2 
Irvine, CA 92614 
Phone: (888) 997-6237 
Fax: (949) 477-0506 




December 1, 2006 



NetSeanTools Pro 10 



NetScanTools Pro 
Network Information Gathering: Reconnaissance and 
Discovery 

Security Testing: Uses active/passive means to look for 
networked devices & activitiy, and exposed open ports 
Training: Understanding network protocols, information 
gathering, and how network devices expose information 



NorthWest 
Performance 
Software. Inc. 



PO Box 1375 
Sequim, WA 98382-1375 
Phone: (866) 882-3389 
Fax: (360) 683-9871 




Data Center Services 

www.Processor.com/HDS 



April 6, 2007 

Horizon Datacom Solutions provides you with reliable and 
time-tested sales and service for used and refurbished net- 
work hardware, including Cisco, Extreme Networks, 
Enterasys, HP, Foundry, among others . 

We buy large or small quantities of network LAN/WAN, wire- 
less, and VoIP equipment. Or you can use it as credit to 
update your current infrastructure. If you have surplus equip- 
ment, please note quantities, description, condition, and any 
other notes where possible. 

If you frequently upgrade your equipment or have large quan- 
tities to dispose of, let us design an asset management plan 
for you. We can help you increase both cash flow and return 
on assets by emailing us your list of surplus equipment. 

Oo° 

HORIZON 



o 



□ DATACOM 



400 Lazelle Rd. 
Phone: (614) 847-0400 



Columbus, OH 43240 
Fax: (614) 847-1112 



rz 



Repair 

www.Processor.com/Pegasus 




'C: 



Pegasus Computer 
Marketing, Inc. 



January 13, 2006 

POS (Point-of-Sale) 
Barcoding / Scanners / 
Barcode Printers 

Sales & Maintenance 

• Quality Service 

• Experienced Technicians 

• Fast Return 

• Servicing Major Brands 

Symbol • Intermec • Zebra 
Metrologic • Cisco Access Pts. 

Call Us Today! 



4 Mustang Circle 
Forney, TX 75126 
Phone: (800) 856-2111 
Fax: (972) 564-5027 




Miss an issue? 



Don't have 
a print 
copy handy 



i 





Go to Processor.com 
and download 
the entire issue 
as a free PDF 
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60 Technologies HP Sales and Rentals 
Toll Free: 888-883-0360 





WW 


HEWLETT 
PACKARD 




Channel 
Partner 



BUY • SELL • RENT • LEASE • REPAIR 



• SPECIALS • 



C6751A OfficeJet K80XI $85 

C8392A 7110X1 AIO $145 

C9660A LaserJet 4600 $750 

DesignJet 1550CM+ 36" $6,995 



^C6075B 



Q1 273A DesignJet 4000 42" $8,995 

C1 31 6A 91 00C Digital Sender $1 ,1 95 

Q591 6A 9200C Digital Sender $1 ,975 

C6074B DesignJet 1 050C+ 36" $5,495 



Color LaserJets 

LaserJet 8500DN $1 ,895 

LaserJet 8000DN $495 

LaserJet 4600DN $750 

LaserJet 2500L $345 

LaserJet 4550N $545 

LaserJet 4550DN $650 

LaserJet 8550DN $1 ,495 

LaserJet 5500N $2,350 

LaserJet 9500N $4,750 

LaserJet 9500HDN $5,500 

LaserJet 5500DTN $2,495 

LaserJet 5500HDN $2,795 

LaserJet 3500N $695 

LaserJet 3700N $1 ,295 

LaserJet 1500L $395 

LaserJet 4650DN $2,095 

LaserJet 2550L $275 

LaserJet 5550DTN $3,375 



C3985A 
C4089A 
C9661A 
C9795A 
C7086A 
C7087A 
C7098A 
C7131A 
C8546A 
C8547A 
C9658A 
C9659A 
Q1320A 
Q1323A 
Q2488A 
Q3670A 
Q3702A 
Q3716A 



C4709A 
C3198B 
C7789C 
C6075A 
C4703A 
C6019A 
Q 1254V 
Q 1274V 



Plotters 

DesignJet 750C+ 36" $1 ,895 

DesignJet 755CM 36" $2,095 

DesignJet 800PS 42" $4,795 

DesignJet 1055CM 36" $4,995 

DesignJet 2000CP 36" $1 ,995 

DesignJet 5000PS 42" $5,295 

DesignJet 5500PS 60" $1 1 ,995 

DesignJet 4000PS 42" $10,995 



Call for all New and Used 
HP Equipment! 



• All above equipment is refurbished and 
carries a 90-day parts & labor warranty. 

• Visa, MasterCard & American Express accepted. 

• Many orders shipped the same day! 



LaserJets ^ 

LaserJet4 $175 

LaserJet 4+ $195 

LaserJet 4M+ $325 

LaserJet 5SI $495 

LaserJet 5SI MX $495 

LaserJet 5 $250 

LaserJet 5M $295 

LaserJet 5000 $695 

LaserJet 4000 $295 

LaserJet 4000N $325 

LaserJet 4050T $395 

LaserJet 4050TN $445 

LaserJet 8150 $595 

LaserJet 81 50N $595 

LaserJet 81 50DN $795 

LaserJet 41 00 $495 

LaserJet 41 00N $595 

LaserJet 41 OOTN $695 

LaserJet 41 OODTN $895 

LaserJet 9000DN $2,795 

LaserJet 9000MFP $4,795 

LaserJet 3300MFP $325 

LaserJet 41 OOMFP $1,295 

LaserJet 51 00 $895 

LaserJet 51 OOTN $1,095 

LaserJet 4200 $695 

LaserJet 4200N $795 

LaserJet 4200DTN $1,295 

LaserJet 4300N $1,095 

LaserJet 9050DN $2,995 

LaserJet 4345MFP $2,250 



C2001A 
C2037A 
C2039A 
C3166A 
C3167A 
C3916A 
C3917A 
C4110A 
C4118A 
C4120A 
C4252A 
C4254A 
C4265A 
C4266A 
C4267A 
C8049A 
C8050A 
C8051A 
C8052A 
C8521A 
C8253A 
C9124A 
C9148A 
Q1860A 
Q1861A 
Q2425A 
Q2426A 
Q2428A 
Q2432A 
Q3723A 
Q3942A 



360 Technologies Inc. 

15401 Debba Drive Austin, TX 78734 

www.360tech.com 
lnfo@360tech.com 



GPS 




GLOBAL 
PRINTER 
SERVICES 

INCORPORATED 



The 

Resellers 
Resource 

All printers include parts 
and labor warranty. This 
is only a small sample 
of what we have in 
stock. Please call for 
price and availability for 
other models, 
accessories and parts. 



I 

HP Color LJ 
4700DN 
$1079 



HP LJ 4250N 
$799 



HP LJ 9000 
$1299 



HP LJ 1200 $199 

HP LJ 1300 $179 

HP LJ 2100 $199 

HP LJ 2200 $209 

HP LJ 3800 $759 

HP LJ 4000 ..$219 

HP LJ 4100 .Z. $289 

HP LJ 4101 MFP ..$1,599 



HP LJ 4200 $469 

HP LJ 4250 $709 

HP LJ 4300 $599 

HP LJ 4345X MFP $1,899 

HP LJ 4600 ™^...$529 

HP LJ 5100 $645 

HP LJ 5500 $1,099 

HP LJ 8150 $429 



#1 Source for Printers 8oo : 588-3554 . 608-268-43oo 



www.globalprinter.com • Free Tech Support 



Toll Free: 888-883-0360 Tel: 512-266-7360 Fax:512-266-7366 IM:HPat360 




PROCESSOR 



Subscribe Online! 

Go to in.Procossor.com 



dbg 



DEC-Compaq-Cisco-Sun-SGI 



770-931-7732 

Fax 770-931-9416 

www.dbgweb.com 
salesp@dbgweb.com 



AlphaServer GS160 Model 16 

Base System for OpenVMS 

• DY-160CG-AA 

• One Alpha 21264 Processor 1224 MHz 

• Four Quad Building Blocks 

• One 14-Slot PCI Shelf 

• OpenVMS Operating System License 

ALSO AVAILABLE: 

• Additional 1224 MHz CPU w/SMP 

• Additional Memory 

• Additional PCI Shelves 

• Additional PCI Options 



2 Systems In Stock! 



Authorized COMPAQ" Reseller 
WE WILL BUY YOUR USED HARDWARE! 




V | B R A N T | TECHNOLOGIES 



We're 



f 



for your used hardware, 



• IBM SYSTEM P5 (PSERIES) • CISCO SWITCHES 

• IBM SYSTEM X (XSERIES) • EMC SAN STORAGE 

• HP ProLiant ( Compaq) • IBM System Storage 

• HP Integrity (HP9CCC) • Brocade Switches 

• Sun Microsystems • Emulex HBAs 

• Cisco Routers • And More 

Vibrant Buys Excess and □ ff- Leas e 
Servers, Storage and Networking Equipment 

952-653-1 7DD | SALES@VIBRANT.COM 
BUY • SELL • LEASE • REPAIR 



PRINTRONIX I 



QMS 



New & Refurbished 

PRINTERS 

SPARE PARTS • EXCHANGES • SUPPLIES 

TW-AX • CO-AX • IGP ™ 
QMS® Magnum® 

Data Reliance 
Corporation 

www.datareliance.com 

Ph: 574-935-9550 Fx: 574-935-9555 



ZjPfz E.L.I. 



| Call for a Quote Today! 

Quick Shipping 
In-house Technical Staff 
International Shipping 



SUN MICROSYSTEMS 



Sun Fire 

Sun Blade 

StorEdge 

3310/3510 Array 

Spares 

CPUs 

Drives 

Memory 

Entry/M id range Servers 



DEC/HP 



Alpha 
DecServers 
Comm. Gear 
VAX 

Memory/ Disks 



CISCO 



Routers 

Catalyst Series Switches 
Network Modules 
Pix Firewalls 
Port Adapters 
VPN+ Security Product 



Overwhelmed By NetApp 
Support Costs? 




Zerowait's prices for service, support and parts 
will help you shrink the cost of legacy system 
support down to sizef 

The Affordable Alternative To NetApp 
Contact us today for a competitive quote! 



•03 



888.811.0808 
WWW.ZEROWAU.COM 
SALES@ZEROWAIT.COM 



$$ CASH $$ 



$$ CASH $$ 



media recovery 

Datacenter products and services 



WANTED! 

Magnetic Tape Media: 
9940 • 9840 • 3590 • LTO • SDLT 



Please Contact 

Al Bass 
214-630-9625 
abassignani@mediarecovery.com 



Visit our new web site at: www.mediarecovery.com 




$$ CASH $$ 



$$ CASH $$ 



Phone 800-447-1156 
617-547-4005 
Fax 617-354-1417 
E-mail sales@eli.com 

288 Norfolk Street 
Cambridge, MA 021 39 

For our complete 

online catalog 

go to www.elLcom 
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InBus Has Intel 
Boards & Systems! 



InBus Engineering 
Has the World's Largest Inventory 
of Hard-to-Find 
Intel Boards and Systems 

60 JKlQ.?.q u .?. r .? Foot Facility • .R?E?j- r . ::. luting. ::. I? u rn-_in_ 

Two Decades of Intel Products a n d Service 
Intel OEM PC Desktops and_Servers 

JL^£ri?n?£4_ Epjy peering staff -?. r oyA°:£. s _ Ji* ped^X?PAp!?R.l. s yjpfiort 
................................sarojL^^ 

War ran ty On All Pr oducts and S e r v ices 
We Purchase Excess Inventory 



Call (925) 454 -2546 

InBus 

ENGINEERING 

www.inbus.com 

6233 Industrial Way, Livermore, CA 94550, Tel (925) 454-2500 Fax (925) 454-2501 



CISCO 



NEW • USED / BUY • SELL 



N&RTEL ^ 



R-I-RTiniET 
bluesocket 



Special 

Nortel BPS 2000 switch 
NLE Good as New $395.00 



AIR NET 

(g) Airwave 

Cisco Systems 



Registered 
Partner 



symb ol 

t" The Enterprise Mobility Company" 1 



* Trade-ins welcome! 

* Authorized service 
contracts available 




Visit Us On the Web At: www.nle.com 



'Full Warranty on all products! 
1 Role- Based networking experts! 
• Proactive threat management! 



888-8LANWAN 

Call for Free Quote! (888-852-6926) 

801-377-0074 

Fax Equipment List To 801-377-0078 



www.ccny.com 

v 




Computer Connection 

I of Central New York, Inc. 

For all your IT Network & Security Needs 

BUYS / SELLS / TRADE-IN / SERVICE / NEW / USED 

sj§s>, C # „ Cisco Systems 

wSun Compaq mmm 

mi systems UIIMflllllll® 

™F3DOEE Array Networks- BLUE-ARC 

800-566-4786 



purchasing@ccny.com 



sales@ccny.com 



BuyaSell 

tmfmpm. J USED ROUTERS, SW 



, SWITCHES, & NETWORK HARDWARE 



Domestic Toll Free 

1-888-443-3852 datanetw^rks 

www.d n i-l lc. com I " 1*11° 



Tel. 1-973486-0440 / Fax. 1-973-486-0445/ E-mail: pr@dni-llc.com 

90 -100 Route 206, #290 Stanhope, NJ 07874 



New Look 



Our new, easier-to-read home page allows you 
to quickly find the information you need. 

PR0CESS0R.com 



WE BUY ALL 
NORTEL 

N&RTEL 



We also buy Cisco, Juniper, 3Com, 
and Foundry 



Phone: (800) 503-1349 
sales@networkrs.com 



w 
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www. regentsales . com 



800-657-9555 

Phone: (817) 249-9950 
Fax: (8 1 7) 249-9069 

Email: Sherisa@regentsales.com 



286778-B22 

3R-A385I-AA 

350964-B22 

3R-A4952-AA 

2867I6-B22 

3R-384I-AA 



BULLSEYE! 

1 5K, 1 46GB HDD Pluggable 347708-B2 1 
I5K, 72GB HDD Pluggable 
I5K, 72GB HDD Pluggable 
I OK, 300GB Pluggable 
I OK, 300GB Pluggable 
I OK, 146GB Pluggable 
I OK, 146GB Pluggable 

HP MSL6000 ULTRIUM 460 DRIVE AD605A 
FCA22 1 4 2GB 64BIT 1 33MHZ PCI-X 28 1 54 1 -B2 1 
48 Port 10/100 Switch Enhanced OsWS-C2950G-48-EI $2,345.00 
24 Port 1 0/ 1 00 Switch Enhanced OsWS-C2950G-24-EI $ 1 ,370.00 
LT03 Data Cartridges D2406-LTO3 
SDLT Media Bar Code Reader SG-XBARCODES-L8 

Regent Sales, Inc., Your "On Target" 
Choice For New, Used & Refurb Equipment 



$495.00 
$319.00 
$325.00 
$575.00 
$595.00 
$345.00 
$345.00 
$2,900.00 
$685.00 



$71.85 
$825.00 



authorized res© Iter 



E£]' COMPAQ 



ProLiant • Alpha • StorageWorks • Of 



ClSCC SYSTEMS 



Reseller 



| Quality • Integrity • Value | 


} 


HIT 


E BUY TAPE! 



DLT-LTO-AIT-AME-DDS-QIC-3480-3590-9840-Etc. 

New & Used - All Types of Data Tape Media 
Certified DATA DESTRUCTION Assured 

World's #1 Tape Buyer is The Data Media Source 
Highest values paid - Free pick-up at your site 
1-800-252-9268 www.datamediasource.com 



HARD DRIVES 



D 
U 
Y 



New/Used/Pulls * All Interfaces 
Notebook/Desktop/Servers * Working & Non-Working 

Laptop/Desktop/Server Systems * Close-Outs 
Peripherals * ICs * Memory * Ink Toners * Cell Phones 
ARC Components, Inc 

818.576.0016 Ph. 818.576.0081 Fax 

e-mail: arccompo@yahoo.com 



s 

E 
L 
L 



www.arcdrives.com 



Memory For PC & MAC 




Immediate Need For 
1,2 and 4 GIG modules 
Pentium III and IV Processors 



*(239) 596-2254 

FAX: (239) 596-2256 
jeffsms@aol.com 
www.smsassembly.com 



SMS 



|MEMORY 

We've Been In the Memory Business Since 1987 



Information 
Technology 
Trading 



Ph: (877) 715-3686 as J 
Fx: (405) 715-3682 S§l 
www. itechtrading. com 



z® 



m — We Buy, Sell and Lease IBM 

®— AS/400 • RS/6000 • Servers 

® — System Upgrades 

® — Advanced 36 Systems 

® — Tape Subsystems 

® — Printers, Terminals, Modems 

® — 21 Years Experience 



We Also Buy 
All Other 
Brands of 
Computer 
Hardware! 



EQUIPMENT MANAGEMENT, INC 

Phone: (978)534-2074 
Fax: (978)534-5574 
Email: rob@emisolutions.com rico@emisolutions.com 
WEB: www.emisolutions.com 
42 Jungle Road, Leominster MA 01453 



401930-001 
MOTHER BOARD 



$1795 



3ii242-ooi <fcidQnn 

CPQ System Board * 1 ^ wu 
SW3900 



AD599A 

HP MSL6030 CR 2-ULTRIUM $690 
460 DRIVE LIBRARY-RACK 



J A5583A **r*m 
I HP SURESTORE E 1/20 $1650 
RACK LIBRARY-OPAL 



1 54850-002 

CPQ ESL9322 BACKPLANE $4900 
MODULE 



331196-B21 

CPQ MSL6060 2-DRIVE 
LIBRARY RACK 



P SURESTORE E 
RIDGE FC 4/1 



$7900 



$2900 



283056-B21 * 
SANSWITCH 2/1 6-EL i>1 



287055-B21 (tOQnn 
SAN SWITCH 2/16 J|)0»UU 



• Immediate Availabiltiy 

• Lowest Prices 

• Blind Shipment 



• TERMINALS • MEMORY • PRINTERS 
• DRIVES • PERIPHERALS • CPU'S 
• CONTROLLERS and MORE 



A minority owned business 



BUY. SELL. TRADE ALL BRANDS. 




WE BUY AND SELL 



YE CIVIAE 

Computer Solutions 

GO NCR OKI PRIMTRONIX laity Genicom' WYSE 

ft NCR and HP Servers, 
I ■ B Systems, Parts 

and Upgrades 

New and Refurbished 
OKI, TallyGenicom and 
Printronix Printers 




New and Refurbished 
WyseThin Clients and 
General Purpose Terminals 



Call Toll-free 800.457.8499 




* 35 Eastman St. • S. Easton, MA 02375 • www.compurex.com 
» (800)426-5499 • (508)230-3700 • Fax: (508)238-8250 



800.421.6572 

Ph: 770.840.8994 • Fax 770.840.9228 
www.ismweb.com • info@ismweb.com 



IBM iSeries • IBM pSeries • Sun • HP9000 • Cisco 

We Buy, Sell, Lease and Provide Short and Long Term Rentals 
90 Day Warranty on All Refurbished Systems, Memory, Disk & Parts 
Call Us To Save Up To 90% On Used Certified Equipment! 

Call ISM for ALL your Midrange Computer Needs! 





We Buy Used 

Cell Phones 

& P&y£Ff% for ea th 
up to Yjll phone! 

tome pfiones h^e no va iue. See currant purchase price 
list for individual model prices al wrww,pa(ebutl*r.com 


ESfflButler^ 


www.pacebutler.com 

1-800-248-5360 -(405) 755-3131 



BUY & SELL 



HARD DRIVES 



FLOPPY DRIVES • CDROMS • CONTROLLER CARDS 

New/Used/Pulls • Notebook/Desktop/Servers 
All interfaces and capacities 

www.drivesolutions.com 

818-718-6900 Ph, 818-718-6100 Fax 

email: sales@drivesolutions.com or purchasing@drivesolutions.com 
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PRE-TESTED, 



PRE-ANYONE ELSE. 





L Jl JL 





PROVEN PERFORMANCE. PROVEN RELIABILITY. RAPIDNET. When it comes to pre-term i noted network cabling 
solutions, HellermannTyton is the leader. Pioneering the first Category 6 pre-term inated network cabling system, 
HellermannTyton has, for years, delivered successful RapidNet installations across the globe-including leading US 
data centers in government, financial, healthcare, educational and enterprise applications. RapidNet is available 
in copper and fiber modular configurations and offers the time tested performance and reliability required 
for system critical applications. Assuring on-time project completion in the most demanding circumstances, 
RapidNet has been verified to reduce installation time by 85% over traditional methods. 
RapidNet has been proven in the field, now let us prove to you how RapidNet can enhance your business. Go 
online for more information and register for your free "Proven in the Field" t-shirt, www.hellermann.tyton.com/pro 

phone: [800] 822 4352 
email: info@htamericas.com 
www.hellermann.tyton.com/pro 



HellermannTyton 



